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Abstract

Anomaly detection is a topic widely studied both in Statistics and Computer Sci-
ence, with an ever growing literature in both disciplines. We present a novel, fast,
robust, accurate, and widely applicable semi-supervised procedure for anomaly de-
tection in multivariate time series, F RA?2Nk (Fast, Robust, and Accurate ANomaly
detection). It comprises 5 steps: smoothing, multicollinearity mitigation, dissimilar-
ity measurement, threshold selection, identification of the causes of the anomalies.
FRANE can tackle issues from different challenging contexts, where signals can
be highly multicollinear, have unknown distributions, and intertwine short-lived
noise with longer-lived anomalies. Using several experiments, we demonstrate the
generality, low computational cost, precision, and interpretability of FRANk. In
particular: (i) Using public benchmark datasets from anomaly detection, we evalu-
ate the computational cost and performance of FRA*Nk against the semi-super-
vised methods from a recent literature review, finding that FRANk is effective,
broadly applicable, and that it outperforms existing approaches in anomaly detec-
tion and runtime; (ii) Using such datasets we also show that FRANE can explain
the causes of the discovered anomalies; (iii) Using simulation studies, we show that
FRANE is robust to several possible issues in the data; (iv) Using a case study
from an industrial partner, we show that FRANE is effective.
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1 Introduction

Nowadays, the use of data is crucial in many domains. For example, manufacturers
collect massive amounts of data on many aspects of their production processes — usu-
ally in the form of time series concerning a large number of variables. This data helps
domain experts detect potentially anomalous behaviors (production errors, technical
problems, system defects, breakdowns, outages) which can make processes ineffi-
cient or sub-optimal. A rich literature on anomaly detection exists, comprising contri-
butions from both Statistics and Computer Science (see, e.g., Schmidl et al. (2022);
Choi et al. (2021) for reviews ). In particular, here we use the exhaustive review
by Schmidl et al. (2022) as a reference to frame our proposal in the context of this
vast literature. Notwithstanding the plethora of contributions to date, anomaly detec-
tion remains a particularly complex task (Schmidl et al. 2022). The main difficulty
lies in identifying approaches that guarantee at the same time broad applicability,
good performance, and low computational cost. Several characteristics of time series
can create challenges in anomaly detection. For example, we may have confounding
environmental effects (e.g., vibrations, temperature, humidity in industrial settings)
which induce a variability of the same magnitude as that due to actual anomalies,
complicating identification of the latter (see, e.g., Deraemaeker and Worden (2018);
Grosskopf et al. (2022)). This may limit the range of anomaly detection methods that
can be successfully implemented in practice.

Our contribution consists of a novel semi-supervised anomaly detection procedure,
named F RNk (Fast, Robust, and Accurate ANomaly detection), which leverages a
combination of relatively simple statistical tools (smoothing filters, variance inflation
factors, the Mahalanobis distance, threshold selection algorithms from extreme value
theory, and feature importance techniques). We evaluate performance and computa-
tional cost by comparing our procedure with state-of-the-art semi-supervised meth-
ods reviewed in Schmidl et al. (2022). The comparison is conducted on 8 widely
used public benchmark datasets from the anomaly detection literature, representing
a broad range of domains and heterogeneous applications. We employ common per-
formance metrics such as the Matthews correlation coefficient (MCC) (Chicco and
Jurman 2020), F1, recall, and precision. We also assess computational cost through
runtime analyses. Overall, we conclude that our procedure is effective, broadly
applicable, and outperforms existing approaches in both performance in anomaly
detection and runtime. In addition to benchmark datasets we also consider a concrete
case study offered by an industrial partner, showing the effectiveness in practice of
FRANE. It consists of a multivariate time series containing 70,000 observations for
119 variables collected on a production line from the paper and nonwoven industry.

Our goal is to develop a methodology to detect anomalies in scenarios with two
key general requirements, namely: (R1) enable quick and accurate identification
of the time intervals in which anomalies occur; (R2) provide information on pat-
terns and variables involved in the anomalies, to help domain experts decipher their
causes. In order to lower the burden on users in labeling data, we assume that the
data at our disposal contains exclusively intervals assessed as anomaly-free by the
domain experts. In other words, we cannot resort to supervised methods, which need
to be trained on data comprising both anomalies and anomaly-free observations. The
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procedure we developed thus classifies as semi-supervised based on the definition by
Schmidl et al. (2022); we do not exploit anomaly labels in the training data, but rather
data concerning only normal, anomaly-free behavior.

In addition to R1 and R2, we also offer support for domains where measurements
may be affected by short-term noise (e.g., errors in sensor measurements due to dust
or environmental conditions). For this, F RANk has an optional initial step to allow
users to focus on long-lived anomalies (e.g., anomalies lasting for minutes over
observations taken per second).’

The last decade has seen the development of a multitude of sophisticated semi-
supervised methods based, e.g., on deep learning or statistical learning methods,
which should be able to tackle R1-2 by leveraging complex patterns in the data with-
out the introduction of strong assumptions (see Choi et al. (2021); Blazquez-Garcia
et al. (2021); Schmidl et al. (2022) for recent reviews). However, the comprehensive
comparison in Schmidl et al. (2022) demonstrates that no single method offers the
best performance across different scenarios. In contrast, F R ANk exploits the Maha-
lanobis distance (Mahalanobis 1936) evaluated on the training data as a means to
identify anomalies. This requires only estimates of location and covariation from the
training data. However, in order to obtain a robust and general procedure, it is neces-
sary to address technical challenges (TC) that can often be found in multivariate time
series. The first (TC1) is multicollinearity. Figure 1 (a) shows the eigenvalues of the
correlation matrix of the 119 variables of our case study; the smallest are close to 0,
indicating strong multicollinearity. This is a problem, since the Mahalanobis distance
requires the covariance matrix to be invertible. The second technical challenge (TC2)
concerns the distribution of the data. Figure 1 (b) shows the densities of 5 variables
randomly selected among the 119. Clearly, even under anomaly-free conditions, the
distributions are far from Gaussian, or other typical forms, e.g., used to represent
skewed data (see, e.g., Hubert and Van der Veeken (2008); Tiku et al. (2010)). Nota-

"Note that we use the terms short-lived and long-lived anomalies to denote, respectively, anomalous
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Fig. 1 Panel (a) shows the eigenvalues of the correlation matrix of the 119 variables considered in our
case study. Panel (b) shows the densities of 5 among these variables after standardization

events that persist for a single or few observations and those that extend over a longer time span. These
notions align with the concepts of additive outliers and temporary outliers commonly used in the time
series literature (see, e.g., Bellini (2016); Kim et al. (2022)).
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bly, in Supplementary Material S1 we show that the observed non-Gaussianity in the
data is not just due to temporal dependence. When anomaly-free data follow a Gauss-
ian or other known distribution, it is possible to derive a distribution for the Mahala-
nobis distance and to define a threshold for the identification of anomalies (see, e.g.,
Maronna et al. (2019). When distributional assumptions are unsuitable however, one
must resort to different approaches to define an appropriate threshold.

Our procedure, which addresses all the challenges and considerations raised thus
far, consists of the 5 steps depicted in Fig. 2. We start with an anomaly-free dataset,
which represents the training set for our procedure. The first step consists of smooth-
ing the data through a median or mean filter, as to remove short-lived anomalies;
this step is optional. The second step mitigates multicollinearity removing variables
based on their variance inflation factors (Craney and Surles 2002). In the third step,
we compute the Mahalanobis distances for all points in the training set. The fourth
step provides a threshold for the identification of anomalies. If no distributional
assumptions are suitable, we use the maximum value of the Mahalanobis distances
in the training set (MVT), or the value produced by a Peaks-Over-Threshold (POT)
analysis of the right tail of such distances (see, e.g., (Balkema and De Haan 1974;
Pickands III 1975)). The data in the test set undergoes smoothing, as the training data.
A Mahlanobis distance is produced for each test data point, and a (binary) anomaly
prediction is produced based on whether its distance is above threshold. Finally, the
fifth step uses feature importance techniques offered by random forest (Breiman
2001) or logistic regression (James et al. 2013, ch. 4) to analyze anomalies predicted
in the test set, unveiling patterns and pinpointing relevant variables, to decipher their
putative causes.

Our work complements the vast literature on anomaly detection in multivariate
time series. Fibbi et al. (2024) and Cerioli and Perrotta (2014) addressed the problem
of robust clustering for large datasets in the presence of outliers. Vinue and Epifanio
(2021) proposed the use of robust functional archetypes and adjusted boxplots as a
methodology for identifying functional outliers. Zeller et al. (2019) extended finite
mixture regression models for censored data using mixtures of normal distribution
scales. Talagala et al. (2021) proposed an unsupervised algorithm for detecting anom-
alies in high-dimensional data. Raymaekers and Rousseeuw (2021) provided robust
estimators of covariance matrices for ultra-high-dimensional data.

Furthermore, several recent proposals for anomaly detection focus on large or
streaming data, requiring real-time data analysis. For example, Fisch et al. (2022)
proposed a methodology for real-time anomaly detection designed for univariate
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Fig. 2 Flow chart of the proposed ' RA2Nk procedure. The dashed blue line shows the steps used to
tackle R1, while the dashed purple line shows the step used to tackle R2
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time series. Our work is aligned with these efforts, in that we offer a computationally
lean, fast procedure that can work for very large time series — and in fact is applicable
to both univariate and multivariate time series.

A preliminary and limited version of FRA*Nk was introduced in Tonini et al.
(2023), where the methodology was only sketched, results were reported on a single
dataset, and no comparison with existing approaches was provided.

The remainder of the article is organized as follows. Section 2 focuses on the
properties of the Mahalanobis distance. Section 3 details the FRANk procedure.
Section 4 demonstrates its performance through a comprehensive validation on meth-
ods and datasets from Schmidl et al. (2022). Section 5 relates its feature importance
results to the causes of the anomalies. In Sect. 6 we validate the impact of temporal
dependence and of anomalies in the training sample by means of simulated data.
Finally, Sect. 7 demonstrates F RANk on the case study, and Sect. 8 provides final
remarks. Code and replicability material for Sects. 4 and 5 is available at https://
zenodo.org/records/15076198.

2 Some background on the mahalanobis distance

The Mahalanobis distance (Mahalanobis 1936) is one of the key statistical tools
employed by FRANE. It has low computational costs and high interpretability, as
it allows one to quantify how much an observation deviates from “behavior under
normal conditions” through straightforward estimation of the mean vector and cova-
riance matrix of the training data. Normal conditions refer to the state in which a
system or process operates within its expected, designed, or acceptable parameters,
without faults, anomalies, or disturbances. It represents the baseline or reference con-
ditions against which any deviation can be interpreted as a potential issue (e.g. fault,
degradation, or abnormal event). These conditions are usually defined by specific
ranges for factors such as temperature, pressure, humidity, and sometimes even air
quality and ventilation (see Deracmacker and Worden (2018); Huang et al. (2022)).
In complex multivariate systems such as industrial processes, normal conditions may
encompass substantial environmental and operational variability. Within this context,
an anomaly is defined as one or more observations that fall outside the expected
variability of these conditions. In particular, we specifically focus on point anoma-
lies (see Choi et al. (2021)), a data point or sequence that deviates sharply from the
normal behavior.

Here, we focus on aspects that make the Mahalanobis distance suitable for the
detection of point anomalies in semi-supervised contexts, while we discuss other
background material in Supplementary Material S5. Let X4 = {xt}tTﬁl denote an
n X T4 rectangular array of observations on n weakly stationary time series with
T4 observations for each series. In practice, X 4 is provided by a domain expert
to denote the behavior of the process under normal conditions. Given a new rect-

T . .
angular array Xp = {Xt}t:TAJrl of dimension n X Tg, where Tg =T — T4, we

focus on the question: How distant is each point in Xp from the behavior captured
by X 4? The Mahalanobis distance is a common approach to answer this. Let p 4
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and ¥ 4 be the population mean vector and covariance matrix of X 4, and let 4
an 4 be their estimates. We have that i, =% pu, and £ *°3 ¥4 at conver-

gence rate O, <\/ﬁ D pal F(k)||>, where T'(k) = Cov(Xy, X¢1) indicates

the autocovariance matrices.? For a given n-dimensional observation in the test set,
say X; = (%17, .-+, 2, ;)" with To+1 <t < T, the Mahalanobis distance from the
training set is

MD; =\ 65— fa) S’ (7~ Ba) - M

M Dy measures how far x; is from the center of the training data in an inner prod-
uct that is shaped by its inverse covariance — so directions of higher (co)variation
matter less in assessing departure from the center. As mentioned in the Introduction,
industrial processes can have large operational variability, as well as collinearities,
under normal conditions. The next assumption is fundamental to apply semi-super-
vised anomaly detection methods.

Assumption 1 X 4 is representative of the operational variability of the process under
normal conditions.

Remark 1 Under Assumption 1, X4 should comprehensively capture the range of
normal operating regimes that the system may experience. To this end, 7’4 must be
sufficiently large to encompass recurring temporal patterns, such as seasonal or cyclic
behaviors, that characterize normal operation.

In the context of point anomalies, Assumption 1 is empirically expected to hold

when the extreme values in the training data — reflecting normal operational variabil-
ity — are substantially lower than the anomalous values in the test data for the same
variables.
Assumption 1 is crucial for preventing the masking effect, which occurs when true
anomalies remain undetected because they are blended by other extreme values or by
the inherent variability of the normal data. Also, Assumption 1 supports the effective
application of semi-supervised methods for detecting point anomalies in X 5, reduc-
ing the risk of swamping, which occurs when normal observations are erroneously
classified as anomalies.’ N

Under Assumption 1 we can identify p < n eigenvectors of ¥4 whose span
approximates the linear sub-space to which the normal conditions belong. In par-
ticular, let v1, . . ., v, be the eigenvectors of ¥ 4 ordered based on the corresponding

2Under weak dependence, fast decay of autocovariances leads to O p(TXl/ 2), while slow decay (e.g.,
long-range dependence) results in slower convergence. (see, e.g., Hamilton 1994, ch. 3).

3Note that, in the context of point anomalies in semi-supervised settings, masking and swamping tend to
arise together only when both of the following conditions are met: (i) the training set contains anomalies
with absolute values greater than those in the test set (which leads to masking), and (i7) the test set contains
extreme values that exceed those in the training set and are falsely flagged as anomalies (which leads to
swamping).
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7
eigenvalues A\; > --- > )\, and let p be the smallest integer such that Zfl ib > a,
i=1""
where « € [0, 1] is a threshold value (e.g., 0.99). This means that the first p principal
components explain 100 x a% of the variability of X 4. Under Assumption 1, such
components explain most of the operational variability of the process under normal
conditions, while the Mahalanobis distance will increase more steeply for an obser-
vation varying in the direction of the remaining n — p components (Deraemaeker and

Worden 2018). The following proposition formalizes this reasoning.

Proposition 1 Under Assumption 1, let Y_7_, \; be the sum of the p largest eigen-
values, associated with the eigenvectors that explain 100 x a% of the variability of
Xa. IEXP N = >0 A (e, « = 17), then M D; tends to the Mahalanobis
distance of x; projected on the space described by the remaining n — p components.

See Supplementary Material S2 for the proof. Proposition 1 shows that by includ-
ing all operational variability (the variables measured in all possible environmental
conditions) in computing ¥ 4, the Mahalanobis distance increases as x; moves away
from the normal conditions of the process. This property justifies its use in anom-
aly detection. However, as discussed in the Introduction, some technical challenges
(TC1-2) may complicate such use in the considered domain. Section 3 shows how
some of the step included in FRANk solve these issues.

3 The 5-step F RA’N k procedure

In this section, we present our procedure to detect anomalies in industrial contexts.
FRANE extends the traditional application of Mahalanobis distance to the broader
and more complex setting of multivariate time series, relying solely on Assump-
tion 1. This extension introduces key challenges, particularly the unknown data
distribution and high multicollinearity among variables. Although numerous deep
learning and machine learning techniques can address these challenges, we adopt a
selection of well-established techniques. Our selection is guided by simplicity: we
select well-known techniques that empirical researchers and practitioners can eas-
ily implement and that can be generalized to many contexts. In particular, FRANk
combines five main elements; namely: smoothing filters, variance inflation factors,
Mabhalanobis distance, threshold selection procedures, and feature importance tech-
niques. Here, we present how these components are employed throughout the various
steps of F RAN k. Where appropriate, we also illustrate how the methodology can be
extended and adapted to address specific problems.

Let X4 and Xp be rectangular arrays on n variables as in Sect. 2. For the n x T’
matrix X = (X 4, Xp), the proposed procedure comprises the following steps.

Step 1 - Smoothing (optional)

If the process analyst is interested only in long-lived anomalies, we smooth each
time series with a filter based on location measures (mean, or median for robustness)
computed with a moving window of size 4. This replaces each of the 7-dimensional
vectors X;, 7 = 1, ...,n with a corresponding (T" — (h — 1))-vector of smoothed val-
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ues w;. To simplify notation, we indicate with 7 = 7' — 2(h — 1),74 = Ta — (h — 1)
and Tp =Ty — (h — 1) the sizes of the smoothed vectors. Therefore, we replace
the n x T matrix X = (X4,Xp) with the n x 7" matrix W = (W 4, Wp), where
W4 (n x T4) comprises smoothed values in normal conditions, and W (n x Tg)
smoothed values among which we want to detect anomalies.

Smoothing allows us to mitigate short-lived anomalies that would be considered
as sensor noise by domain experts, and thus to avoid false positives. Domain experts
will be in a position to select between mean filtering or the more robust median one,
and to specify an appropriate window size / for given applications. In the experi-
ments in the following Sections, we rely on median filtering and we consider either
no smoothing (h = 1), or smoothing with & = 10. This choice of smoothing param-
eter gave good results on all datasets considered in our experiments, but in Supple-
mentary Material S4.1 we study the performance of F RA*)N'k for different values of
h. Also, in Supplementary Material S4.2 we show that choosing a sufficiently large
value of 4 and using the median as a filter (rather than the mean) allows us to effec-
tively handle persistent anomalies caused by high temporal dependence.

Step 2 - Removing multicollinearity (to address TC1)

We use Variance Inflation Factors, VIF (Craney and Surles 2002), to quantify mul-
ticollinearity among the variables in the training data W 4 (or X 4 if we omit the
smoothing) and iteratively remove some of them. We first subtract from the entries
of each w4, its mean w4; = T;l 221 w;t, switching to da; = wa; — wa;l, and
form the centered matrix D 4 (centering is not necessary here; however, popular sta-
tistical software packages require it in order to compute VIFs ignoring intercepts).
Next, we regress each variable in D 4 against all others, compute the coefficients of
determination from such regressions, say R?, and thus the VIFs, which are given
by VIF;=1/(1 — R?), i=1,...n. We remove the variable with largest VIF, re-run
the regressions and recompute the VIFs, remove again the variable with largest VIF,
et cetera — until the largest VIF is less than 5, a benchmark commonly used in the
literature (James et al. 2013, ch. 3.3). This leaves us with a set of m (< n) variables
with at most mild multicollinearity. We indicate the reduced, centered training data
matrix as D 4.

Mitigating multicollinearity is critical because the Mahalanobis distance utilizes
the inverse of the covariance matrix estimated on the data (see Equation (1)); the
strong linear associations which exist in our case study (see Fig. 1d) and many other

. . . . . . — — =~ ~/
applications may prevent such inversion. The covariance matrix ¥4 =1, 'DAD,
relative to the m non-multicollinear variables will not present any invertibility issues.

Note that temporal dependence among regressors can lead to increased multi-
collinearity. This, in turn, inflates the variance inflation factors (VIFs), since VIF
is directly related to the degree of linear dependence among predictors. As a conse-
quence, when standard VIF thresholds (e.g., VIF < 5) are used as criteria for variable
selection, fewer regressors may be retained in the presence of temporal dependence
compared to the case of independence. This does not pose an issue for F R 2Nk, pro-
vided that the selected variables remain representative of the operational variability
of the process under normal conditions.
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In settings where the number of variables exceeds the number of observations
(n > T), traditional VIF calculations become inapplicable. However, FR ANk can
be readily adapted to high-dimensional settings by replacing VIF with appropriate
dimensionality-reduction techniques, such as principal component analysis, which
remain applicable when the number of variables exceeds the number of observations.

Step 3 - Computing anomaly scores

We start by processing the test data W . First, we center it with the means com-
puted on the training data, switching to dg; = wp; — w 4,1 and forming the centered
matrix Dp. Next, we reduce such matrix eliminating the same variables that were
eliminated from the training data in Step 2; we indicate the reduced, centered test
data matrix as D p. Finally, we calculate Mahalanobis distances for the full dataset

D= (15 A, D p) (that is, for both training and test observations) using the training

i~ ~ ~ .
covariance matrix; in symbols M D; = 4/ dtﬁgldt t=1,...,T. We indicate with

MDy, MD 4 and MDg, respectively, the 7, T4 and T'z-dimensional vectors of
anomaly scores for the full dataset, the training set and the test set.

This step relies on the classical (non-robust) Mahalanobis distance. While this
choice might appear restrictive, Proposition 1 demonstrates that, under Assump-
tion 1, the classical Mahalanobis distance remains a highly effective tool for anomaly
detection in semi-supervised settings.

Nevertheless, F RANk is inherently flexible and can be readily extended to more
complex scenarios in which the training data may exhibit non-elliptical distributions,
outliers, or contamination. Assumption 1 no longer holds. In such cases, a filtering
step is required to ensure the reliability of semi-supervised methods. This can be
achieved through robust statistical techniques, as the popular Minimum Covariance
Determinant (MCD) estimator (see, e.g., Kalina and Tichavsky (2022)). The MCD
identifies the subset of observations whose covariance matrix has the smallest deter-
minant, thereby enabling the computation of a robust Mahalanobis _distance. This
approach provides more reliable estimates of the covariance matrix ¥ 4, even in the
presence of non-elliptical distributions, outliers, or data contamination.

For an overview of the MCD estimator, including its desirable properties such
as affine equivariance, breakdown value, and influence function, see Hubert and
Debruyne (2010). Moreover, recent advancements have extended the applicability
of MCD to high-dimensional settings. Boudt et al. (2020) propose the Minimum
Regularized Covariance Determinant (MRCD) estimator, which incorporates regu-
larization to ensure positive definiteness of the covariance matrix, even when the
number of variables significantly exceeds the sample size. This extension makes
robust Mahalanobis-based filtering feasible in high-dimensional applications.

Notably, in the context of time series, the applicability of the Mahalanobis dis-
tance depends on the stability of the temporal dependence structure. Under Assump-
tion 1, the training sample captures the natural temporal dependence patterns, thereby
enabling reliable estimation of the covariance structure and thresholds. However, if
the temporal dependence evolves, adaptive or dynamic modeling approaches may be
necessary to maintain detection accuracy. For instance, FRANk could incorporate
a step that analyzes the evolution of the autocorrelation function (ACF) over time.
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Once time intervals are identified in which the ACF remains approximately stable,
separate Mahalanobis distances can be computed for each interval. The most suit-
able distance would then be selected as the one that best reflects the ACF structure
observed in the test sample.

Step 4 - Threshold selection (to address TC2)

We use M D 4 to select a threshold k& beyond which an observation in MDp is
flagged as an anomaly. Note that if we can assume the variables retained in Step 2
to be distributed as an m-variate Gaussian under normal conditions, the quadratic
form expressing the Mahalanobis distance will be distributed as a chi-square with
m degrees of freedom (Penny 1996; Tomarchio and Gallaugher 2024). Thus, setting
the threshold as a quantile of such chi-square, say k¥ = x2,(1 — «), would guarantee
a p-value of o when flagging anomalies (one-sided rejections). However, unfortu-
nately, the variables in our reference domain are far from Gaussian, as well as from
other forms of known distribution. (see Fig. 1 ¢). This prevents the direct computa-
tion of theoretical p-values for test observations. One might consider using empirical
p-values as an alternative. However, empirical p-values are most informative when
accompanied by an analytical null model, where procedures such as Benjamini—
Hochberg or scan statistics can ensure rigorous false discovery rate (FDR) control
(see, e.g., Noble (2009); Arias-Castro et al. (2018)). In contrast, when the null dis-
tribution itself is estimated empirically, p-values become a redundant intermediate
step, offering little to no advantage for FDR estimation and potentially introducing
additional estimation noise. This consideration motivates the adoption of alternative
approaches that directly model or approximate the null distribution without relying
on analytically derived p-values. We therefore resort to other approaches to select the
threshold k; namely, the Maximum Value in the Training sample (MVT) and Peaks-
Over-Threshold (POT) approaches. In the former, the threshold is simply set at the
largest value in M D 4, using, in a way, an empirical p-value of 0 when flagging
anomalies.

In the latter, we fit a generalized Pareto distribution (Siffer et al. 2017) to the
peaks in the training set, i.e., the elements of M D 4 above a given percentile (we fix
the 99th one)*. Using a known formula (see Supplementary Material S5.1), we thus
obtain a threshold k that depends on the peaks, on the parameters of the fitted distri-
bution, and on a chosen probability (we fix 0.001) for a peak to be an anomaly, or an
extreme event in POT terminology.’ Once the threshold & is fixed, we compare each
observation M D in MD p with k, and generate a binary vector y = (41, - - -, U5, ),
with y; = 1 if M D; > k and 0 otherwise.

Notably, the seminal article on Extreme Value Theory (EVT) ((Gnedenko 1943))
provided results for i.i.d. random variables. However, later works generalized such
results to the case of dependent processes (see, e.g., Loynes (1965); Leadbetter
(1974)). Based on such generalizations, POT relies on two fundamental assumptions:
(1) stationarity of the underlying process, and (ii) independence of extreme values.

4For the generalized Pareto distribution we estimate shape and scalar parameters by means of maximum
likelihood. See Supplement S5.1 for more details.

5 Alternative threshold configurations (e.g., quantile levels or anomaly probabilities) can be explored to
assess their impact on false positive rates.
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Stationarity is essential for accurately modeling the tail behavior of a distribution, as
it assumes the probability of extreme events remains constant over time. Indepen-
dence is critical for the asymptotic convergence to the generalized Pareto distribu-
tion, thereby ensuring the validity of maximum likelihood estimation (MLE) and
mitigating the risk of modeling clusters of dependent extremes.

To assess the assumption of stationarity in our applications, we applied the Bayes-
ian change-point detection method proposed by Zhao et al. (2019) to the trend com-
ponent of the Mahalanobis distances for both benchmarks and case study datasets
(see Supplementary Material S13. This analysis estimates the probabilities of struc-
tural changes in the time series. The results indicate potential change points in both
datasets, but with low associated probabilities, suggesting stationarity of the Maha-
lanobis distance. To further evaluate the robustness of the Mahalanobis distance, we
conducted additional experiments involving simulated data where variables are not
stationary (random walk with and without drift). Even in these controlled non-sta-
tionary scenarios, the change-point probabilities remained consistently low, indicat-
ing that the Mahalanobis distance metric is relatively insensitive to non-stationary
behavior in the input variables (see Supplementary Material S13).

Despite the aforementioned results, FRANE can be extended to accommodate
scenarios characterized by non-stationary Mahalanobis distance. In such cases,
change-point analysis can be used to segment the Mahalanobis distance into station-
ary intervals. A separate generalized Pareto distribution can then be fitted within each
segment, allowing for adaptive threshold estimation based on local distributional
properties.

Declustering techniques can be readily integrated into the FRA*Nk pipeline in
contexts of autocorrelated peaks. These involve grouping temporally adjacent obser-
vations into clusters and retaining only the maximum value from each cluster for
parameter estimation. The resulting set of cluster maxima is then used to fit the
generalized Pareto distribution. Notably, in our empirical evaluation across all the
considered benchmark datasets, we observed no significant benefit from applying
declustering (see Supplementary Material S13). This result is due to the low autocor-
relation of peaks in the considered benchmark datasets.

Step 5 - Identifying variables involved in anomalies (to address R2)

After detecting anomalies, we try to associate them to specific variables — as to
aid domain experts in the investigation of putative causes. We do so by training
supervised methods equipped with feature importance techniques, using the detected
anomalies in y as prediction targets. In more detail, we fit a prediction model on
each time interval of interest (i.e., each interval from the test set corresponding to a
detected long-lived anomaly), which we combine with arbitrarily selected anomaly-
free observations (in our experiments in Sect. 5 we use observations from the final
portion of the training set, while in Sect. 7 we use anomaly-free observations from
the same interval containing anomalies). We use two well-known prediction models;
namely, random forest (Breiman 2001) and logistic regression (James et al. 2013,
ch. 4). Feature importance is evaluated through the Gini Index for the former (see
Supplementary Material S5.2 and (James et al. 2013, ch. 8)), and through the Relative
Contribution to Deviance Explained (RCDE) for the latter (see Supplementary Mate-
rial S5.3). Notably, in Supplement S14, we report SHAP values computed for the
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random forest model. This analysis complements the Gini-based feature importance
by offering a more robust evaluation of each feature’s contribution. The consistency
between SHAP and Gini rankings further reinforces confidence in the relevance of
the identified variables to the detected anomalies.

As we will see in Sect. 4, our experimental results demonstrate that FRANE is
fast, robust, and accurate across a wide range of tasks. Notably, it outperforms several
more complex deep learning and machine learning methods in semi-supervised set-
tings. Motivated by these findings, we have intentionally kept F RA*N'k simple and
interpretable, despite the possibility of incorporating more advanced techniques for
specific subtasks.

A practitioner-oriented overview of FRANE is given in Supplementary
Material S3.

4 Evaluation of performance and runtime

We evaluate our procedure in terms of performance and computational cost by com-
paring it with several state-of-the-art semi-supervised anomaly detection methods
on multiple public datasets from the anomaly detection literature.® For the selec-
tion of methods and datasets to employ in our comparison, we rely on the recent,
broad survey by Schmidl et al. (2022).” The survey comprised 158 anomaly detec-
tion methods from the literature, spanning several domains (see Fig. 3). Of these,
11 are semi-supervised. Here we compare FRANE to 9 of these semi-supervised
methods; namely, LSTM-AD (Malhotra et al. 2015), HealthESN (Chen et al. 2020),
Telemanom (Kyle et al. 2018), Random Black Forest (Schmidl et al. 2022), EncDec-
AD (Malhotra et al. 2016), DEEPAnT (Munir et al. 2018), Omnianomaly (Su et al.
2019), Robust-PCA (Paffenroth et al. 2018), and Hybrid-KNN (Song et al. 2017) —all
run using settings and implementations provided in Schmidl et al. (2022) and in its
replicability material at https://github.com/TimeEval/TimeEval-algorithms. We omit
LaserDBN (Ogbechie et al. 2017) and TAnoGan (Bashar and Nayak 2020) due to
implementation issues, but these were among the bottom ranking in the evaluation by
Schmidl et al. (2022). We run F'RA*N k with both A = 1 (no smoothing, F RANk;)
and h = 10 (smoothing, FRAN k). Since most of the procedures, including ours,
provide an anomaly score to be compared against a threshold, we homogenize the
comparison using the same threshold selection methods, namely MVT and POT, for
all procedures. The uniform application of two thresholding techniques (MVT and
POT) ensures a fair comparison across methods, particularly since many deep learning
models report only anomaly scores. This enables consistent evaluation of all models
within a controlled and comparable framework. The only exception is Hybrid-KNN,
which returns the probability that an observation is an anomaly. Here we present

®Code and replicability material for Sects. 4 and 5 are available on ZENODO at https://zenodo.org/
records/15076198.

"To avoid selecting competitors ourselves, we prefer to use a recent review that contributes significantly
to the literature by evaluating the state of the art in anomaly detection techniques for time series. Further-
more, the absence of a superior procedure forces us to consider all semi-supervised methodologies tested
in Schmidl et al. (2022).
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Fig. 3 (Adapted from Schmidl et al. (2022)) The 158 anomaly detection methods for time series data
covered in Schmidl et al. (2022), grouped by domain (or method family, in the authors’ terminology).
Citation numbers reported for each method, reported in square brackets, refer to the bibliography in
Schmidl et al. (2022). The 11 semi-supervised methods are highlighted in orange

Table 1 Some statistics on the 8 datasets used in our comparison. We consider 4 datasets from each of two
collections, listing averages for: number of observations (4vg. Size), number of variables (4vg. Dim.), and
contamination (4vg. Cont.) — i.e., the percentage of test observations labeled as anomalies

Collection Avg. Size Avg. Dim. Avg. Cont.
SMD 54 827 38.00 4.04%
Exathlon 94 186 23.25 7.32%

results obtained setting a threshold of 0.8 on such probability; higher thresholds do
not change the performance of Hybrid-KNN (see Supplementary Material S6).

The survey by Schmidl et al. (2022) considered 24 collections of public datas-
ets from the anomaly detection literature. Only 2 of these collections contain non-
synthetic multivariate time series and comprise anomaly-free data as required by
semi-supervised methods; the Server Machine Datasets, SMD (Su et al. 2019), and
the Exathlon (Jacob et al. 2020). From each of these two collections we randomly
selected 4 datasets that contain long-lived anomalies. SMD, one of the largest public
data repositories available for anomaly detection in multivariate time series, con-
tains 5-week-long datasets collected per minute by a large internet company on 28
machines. It comprises one dataset per machine, each with 38 variables. Exathlon
contains 39 datasets with about 23 variables on average. It has been used in the con-
text of industrial fault detection. For both collections, the training sets are anomaly-
free, while the test sets are not and have labels to denote anomalies. The datasets from
SMD contain both short- and long-lived anomalies, while the ones from Exathlon
contain only long-lived anomalies. Table 1 shows statistics on the datasets.

In terms of performance metrics, we use various well-known indicators of accu-
racy in anomaly detection; namely: precision, Prec = TP/(TP + FP); recall,
Recall =TP/(TP + FN); the FI score, F'1 =2TP/(2I'P + FP + FN); and
the Matthews Correlation Coefficient
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TP xTN —-FP x FN

MCC =
V(TP + FP)x (TP+ FN) x (TN + FP) x (TN + FN)

which, ranging in [—1, 1], measures the agreement between true and detected anoma-
lies (Chicco and Jurman 2020). All these metrics combine, in intuitive and effective
ways, counts of true positives (TP), true negatives (TN), false positives (FP) and
false negatives (FN). Notably, since they consider individual anomalous observa-
tions, they might not be suited to evaluate methods when the focus is on long-lived
anomalies. This is because they do not tell us whether long-lived anomalies were
flagged by detecting at least one anomaly within them. To capture this, we use an
additional metric named RIC (Ratio of Identified Clusters), where a “cluster”, i.c., a
long-lived anomaly, is counted as identified if at least one observation within its time
frame is detected as an anomaly (see Supplementary Material S7).

Table 2 reports, for each method and threshold selection procedure, all perfor-
mance metrics averaged over the datasets, along with the percentage of datasets
where no long-lived anomalies were identified (%No Anom.). FRANk shows con-
sistently high performance. In particular, it always has the best performance with
POT, and either the best or second-best with MVT. Smoothing in F RANE tends to
have a positive impact on F'/ and MCC, while %No Anom. might worsen due to the
loss of anomalies in the datasets from SMD.

Next, we focus on performance in detecting long-lived anomalies. For each dataset,
we compute the arithmetic mean between Prec (which controls false positives) and
RIC (which targets specifically long-lived anomalies), restricting attention to the por-
tion of the test set that contains long-lived anomalies (see Supplementary Material S8
for more details). In Fig. 4, for each method and thresholding procedure combina-
tion, the average of this summary across the considered datasets is plotted against the
average runtime of the method — computed as the logarithm of the seconds needed to
compute the anomaly scores. In general, we see that POT improves the identification
of long-lived anomalies (see also RIC results in Table 2; the improvement is most
marked for the Telemanom method). Most notably though, with both thresholding
procedures and with and without smoothing, FRA*N'k is located in the upper left
corner of Fig. 4, representing the best-performing method with the least runtime. In
Supplementary Material S9 we report runtimes separately for training and test sets.

In summary, our comparison demonstrates that F RANk outperforms competi-
tors in both anomaly detection accuracy and runtime, addressing R1. In Sect. 6 and
Supplementary Material S10, S11 and S12, we compare F RANk with the competi-
tor semi-supervised methods on further aspects using simulated data.

5 Evaluation of feature importance

The last step of FRANk uses random forest or logistic regression to associate
detected anomalies to specific variables. Here, we try and evaluate whether and how
feature importance assessed by these prediction models can shed light on the puta-
tive causes of anomalies. The datasets in SMD comprise information on the variables
that caused each anomaly. We thus use the first dataset from SMD for our evaluation,
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Table 2 Performance evaluation for each method and threshold selection procedure. In the POT case,
HealthESN and RBForest were run on 7 datasets, Telemanom on 6, and Omnianomaly on 5 because
the parameters of the generalized Pareto distribution could not be calculated on some of the datasets
(see Supplementary Material S5.1). For the Exathlon collection, EncDec-AD failed to calculate anomaly
scores. In addition to the performance metrics, which are averaged over the datasets (standard deviations
are reported in parentheses), the last column provides the percentage of considered datasets where no
long-lived anomalies were identified (%6No Anom.). The best performance for each metric and threshold-
ing procedure is in bold

Method Prec Recall Fl MCC RIC %No Anom.
MVT

LSTM-AD 0.667 (0.37) 0.124 (0.20) 0.104 (0.15) 0.168 (0.15)  0.309 (0.44) 62.5%
HealthESN 0.582(0.39) 0.511(0.51) 0.211(0.16) 0.209 (0.13)  0.928 (0.14) 0.0%
Telemanom 0.713 (0.17) 0.054 (0.08) 0.104 (0.14) 0.148 (0.21)  0.229 (0.37) 62.5%

RBForest 0.998 (0.01) 0.014(0.02) 0.030 (0.04) 0.140 (0.07)  0.365 (0.45) 50.0%
EncDec-AD  0.370 (0.52) 0.003 (0.01) 0.009 (0.02) —0.007 (0.10) 0.025 (0.07) 50.0%
DeepAnT 0.827 (0.23) 0.100(0.16) 0.140 (0.22) 0.278 (0.22)  0.246 (0.27) 62.5%

OmniAnomaly 0.907 (0.09) 0.093 (0.14) 0.152(0.22) 0.318 (0.26)  0.272 (0.38) 62.5%
RobustPCA  1.000 (0.00) 0.033(0.05) 0.061 (0.08) 0.222(0.11)  0.192 (0.28) 50.0%
FRANk,  1.000(0.00) 0.304(0.43) 0.342(0.44) 0.427(0.43) 0813 (037) 12.5%
FRANE;, 0872(031) 0.491(0.43) 0.650 (0.41) 0.630(0.45)  0.823(035) 12.5%
POT

LSTM-AD  0.603 (0.37) 0.155(0.25) 0.117 (0.14) 0.160 (0.15)  0.376 (0.47) 62.5%
HealthESN  0.529 (0.37) 0.496 (0.47) 0.244(0.12) 0.219(0.15)  1.000 (0.00) 0.0%
Telemanom  0.852(0.17) 0.460 (0.41) 0.522 (0.38) 0.482 (0.41)  0.638 (0.43) 16.67%
RBForest 0.614(0.28) 0.533 (0.38) 0.421 (0.28) 0.369 (0.31)  1.000 (0.00) 0.0%
EncDec-AD  0.573 (0.52) 0.018 (0.02) 0.038 (0.04) 0.035(0.14)  0.112(0.13) 25.0%
DeepAnT 0.715(0.32) 0.266(0.32) 0.140 (0.34) 0.380(0.37)  0.469 (0.51) 50.0%
OmniAnomaly 0.883(0.12) 0.164(0.17) 0.315(0.23) 0.320 (0.26)  0.436 (0.41) 40.0%
RobustPCA  0.890 (0.09) 0.061 (0.08) 0.110 (0.15) 0.250 (0.14)  0.475 (0.51) 50.0%
FRANk,  0.901(0.17) 0.585(0.44) 0.635(0.39) 0.624 (0.41)  1.000 (0.00) 0.0%
FRANk,, 0.841(0.25) 0.673(0.42) 0.666(0.38) 0.645(0.40)  0.844 (0.35) 12.5%
Pr>0.8

Hybrid KNN 0309 (0.22) 0.761 (0.21) 0.312(0.43) 0.143 (0.31)  0.959(0.22) 0.0%

focusing in particular on 5 anomalies, among the 8 within it, that are long-lived (they
last several minutes, see Supplementary Material S8).

The first four steps of FRANK run with h = 1 and POT detect all these long-
lived anomalies. We run step 5 by training random forest and logistic regression
for each such anomaly, using 1 000 observations from the test set containing the
anomaly, and 1 000 additional anomaly-free observations from the training set (see
Supplementary Material S8).

Table 3 summarizes results. The real causes indicated by the dataset description
are reported in the column labeled Causes; variables here are arbitrarily numbered
based on the column order in the data set, and listed based on such numbers — but
SMD does not provide information on the importance of the causes; that is, the vari-
ables are not ranked. Sections Ranked by RF and Ranked by LR report the variables
identified as most relevant using random forest and logistic regression, respectively,
ranked by decreasing importance (see Supplementary Material S14). For each anom-
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Fig.4 Performance of each method and threshold procedure in detecting long-lived anomalies (y-axis),
vs runtime expressed as logarithms of seconds needed to compute anomaly scores (x-axis). Perfor-
mances and runtimes are averaged across the considered datasets. Hybrid KNN uses the threshold
Pr>0.8

aly a, we include the v(a) most important variables, v(a) being the number of vari-
ables indicated as causes in the dataset description. The results of step 5 are indeed
coherent with the causes as provided by the dataset description; 82.1% and 79.1% of
the variables identified by our procedure using RF and LR, respectively, are among
such causes. Supplement S14 presents the SHAP values computed for the random
forest. While the Gini Index provides a global ranking of features based on their aver-
age contribution to impurity reduction, SHAP values offer a complementary, theoreti-
cally grounded perspective by quantifying the marginal contribution of each feature
to individual predictions. Therefore, consistency between Gini and SHAP rankings
increases our confidence that the identified variables are relevant to the anomalies.
Results show that the SHAP value analysis corroborates the feature importance rank-
ings derived from the Gini index. These results demonstrate how F R ANk can effec-
tively address R2.

6 Simulation experiments

In this section, we investigate the effectiveness of FRA*Nk in scenarios with
increased temporal dependence, and where the training data are (erroneously) con-
taminated with anomalies, i.e., where Assumption 1 does not hold.

For all scenarios, the initial dataset is composed of 40,000 training observations,
10,000 test observations, and 30 independent standard Gaussian variables. Anoma-
lies are introduced into the test set for the first five variables by adding 10 short-lived
anomalies (lasting 1 observation, each every 1000 observations), and one long-
lived anomaly (lasting 750 observations). They are generated from a N(30, 1) or a
N(—30,1). For each simulation setting, we generate three datasets and report the
average of the considered metrics.
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6.1 Temporal dependence

Data are generated from the process x;: = ¢x ;.—1 + u;+. For the variables not
causing anomalies (i =6,...,30) we draw wu;; ~ N (0,1) for all observations
t=1,...,50000. For the variables causing anomalies (: =1,...,5) we draw
u;p ~ N (0, 1) if t is not involved in an anomaly, and u; , ~ N (30,1) fori =1, 2,3,
or u; 4 ~ N (—30,1) for ¢ = 4,5, if 7 is involved in an anomaly. We consider four
values of ¢: 0.0 (in the initial dataset), 0.3, 0.6, and 0.9. For ¢ = 0 short-lived anoma-
lies last 1 observation, while for ¢ > 0 they last longer due to temporal dependence.

Results are reported in columns (a) of Table 4. Notably, temporal dependence
affects precision, while it does not affect recall. All methods decrease in precision as ¢
increases; however, FRANk, and FRANk1 either outperform or perform on par
with the competitors for all values of ¢. Moreover, F RANk can be “tuned” to have
better precision also under extreme temporal dependence. In the dataset obtained by
setting ¢ = 0.9, the 10 short-lived anomalies have longer duration — but employ-
ing higher values for the smoothing parameter (h = 100), FRA2Nk1oo recovers a
higher precision. To further study the impact of temporal dependence on long-lived
anomalies, we remove the 10 short-lived ones. Results are reported in columns (b)
of Table 4. Again, recall is unaffected by temporal dependence, but here all methods
maintain high precision as temporal dependence increases.

6.2 Training set contamination

Next, we study the impact of anomalies in the training data (failures of Assump-
tion 1). To do this, we add long-lived anomalies as to occupy 100 x a% of the
training set. The anomalies are generated as described in Sect. 6.1, and we consider
four contamination levels: o = 0 (initial dataset), 0.03, 0.06, and 0.09. Results are
reported in columns (¢) of Table 4.

We focus exclusively on the recall metric because, intuitively, the presence of
anomalies in the training set can cause methods to misclassify true anomalies in the
test set as normal behavior, leading to the masking effect (see Sect. 2). This phenom-
enon leads to a drop in recall and is particularly problematic in the context of semi-
supervised anomaly detection, where the training data is assumed to be anomaly-free.
Our results show a consistent pattern across all methods—including F R AN k—and
across all thresholding approaches (MVT, POT, and the probability threshold used
in Hybrid KNN). Specifically, when long-lived anomalies are present in the training
set, all methods experience a substantial decline in recall, indicating a rise in false
negatives (masking effect).

Additional experiments are reported in Supplementary Material S10 and S11,
where we assess robustness to non-elliptical data and scalability. Notably, F RA?Nk
maintained high precision and recall on data from Dirichlet and Beta-Gamma mix-
tures, indicating robustness to deviations from elliptical distributions. In terms of
scalability, runtime increases more with the size of the training set than the test set,
due to the cost of estimating the mean and covariance matrix. Finally, Supplemen-
tary Material S12 reports the precision results under training set contamination. As
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expected, all methods exhibit a decline in performance; however, FRANE consis-
tently outperforms the competing approaches.

7 Case study

In this section, we demonstrate the effectiveness of FRANE on an industrial case
study involving a tissue machine of the A.Celli company, leader in the supply of
machinery and technologies for the paper and nonwoven products industry. This
application was performed in close collaboration with domain experts who validated
its results. The data consisted of 70 000 observations collected per second on 217
variables. We used the first 60,000 for training, and the last 10,000 for testing. In
the considered time interval, the machine handled only one type of product, allow-
ing us to restrict attention to 119 variables deemed relevant for this one product. For
the smoothing in step 1 of FRANEk, we considered two window sizes; h = 1 (no
smoothing), and h = 10. For the feature importance assessment, we focused on ran-
dom forest (RF performed better than LR in Sect. 5).

We start from the analysis with no smoothing (h = 1). In step 2, because of high
multicollinearity in our case study, VIFs reduced the variables from 119 to 60. In step
3 we computed the anomaly scores, and in step 4 we thresholded them with MVT to
detect the four anomalies shown in Fig. 5 (a-b). Zooming in (Fig. 5 b), we can see
that three are short-lived and one is long-lived. However, given the fact that they are
very close, the domain experts interpreted the ‘cluster’ of four detected anomalies as
a single long-lived anomaly. Therefore, in step 5 we investigated the putative causes
of the cluster of detected anomalies as a whole. We did this by training a random for-
est on the entire interval (2000 observations) shown in Fig. 5 (b). Differently from
Sect. 5, here we do not need to add anomaly-free observations from the training sam-
ple, because such interval contains plenty of anomaly-free observations. The domain
experts deemed the top v = 5 variables as sufficient and relevant for interpreting
the causes of the anomalies. These are: WERecirculationFanPower, DERecircula-
tionFanPower (two energy expenditure variables for the fans that manage humidity
and the drying process of the sheet), MCC1PowerConsumption (power consumption
of the electrical distribution panel), DEGasConsumption (gas consumption of the
drying process), and V6-Speed (speed of a fan used to dry the sheet). Figure 5 (¢),
which depicts the time series of these 5 variables, suggests the presence of a long-

ANOMALY' m|\
STABL STABLS STABLE 4‘
60000 62000 64000 66000 68000 70000 68000 68500 69000 69500 70000 68000 68500 69000 69500 70000 68000 68500 69000 69500 70000

(a) (b) (c) (d)

ANOMALY ANOMALY

Fig.5 Case study results using MVT thresholding. All x-axes contain the time-frame of interest. Panel
(a) shows anomalies detected in the test set by F-RA2Nk1 (no smoothing, b = 1). Panel (b) highlights
such anomalies zooming in on the last 2000 observations. Panel (¢) shows the values of the standard-
ized time series (y-axis) of the 5 most important variables as identified by a random forest. Panel (d) is
the same as Panel (b), but for F RA?N k1o (smoothing with i = 10)
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ANOMALY ANOMALY ANOMALY ANOMALY
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Fig. 6 Results in the case of POT. Panels (a) and (b) show the anomalies detected in the test set by
FRA’Nkq and FRANk1, respectively. Panel (¢) highlights the anomalies detected by FRANkqo
by showing the last 2000 observations only. Panel (d) highlights the long-lived anomaly detected by
FRANkqo

lived anomaly. Indeed, the domain experts were able to validate our findings as an
actual process anomaly caused by overheating of the system during the paper drying
phase. Running F RAN k with smoothing (h = 10) lends further support to the exis-
tence of one long-lived anomaly. The VIFs in step 2 leads to the same 60 variables
obtained without smoothing. Thresholding the resulting anomaly scores, again with
MVT, detects one, essentially uninterrupted long-lived anomaly in the same time
interval (Fig. 5 d). A random forest, trained on smoothed data, ranks as top 5 variables
BRConsistency (pulp consistency setpoint), WERecirculationFanPower, MCC1Pow-
erConsumption, Thermocompressor (sensor on drying phase), and SF-Refiner-Out-
let-Pressure (outlet pressure of the SF refiner). While three of these variables differ
from those identified using h = 1, the domain experts point to the same cause, i.c.,
overheating during the paper drying phase.

Next, we switched from MVT to POT thresholding. Figure 6 (a) displays results
without smoothing (h = 1). POT detects many more anomalies than MVT (Fig. 5
(a)), and especially many short-lived ones attributed by domain experts to sen-
sor noise. Figures 6 (b)-(c) display results with smoothing (h = 10), which makes
FRANE more suited to long-lived anomalies; F RAN k1, detects 1 long-lived and
1 short-lived anomaly, discarding other sensor noise detected by FRANE,. The
domain experts deemed the long-lived anomaly to be the same as that in Fig. 5 (d).
Indeed, the time interval involved is almost identical. Training a random forest on
the 2000 observations in Fig. 6 (d) we find that 3 of the 5 top ranked variables are
shared with those identified by F RA*N k1o with MVT thresholding; namely, BRCon-
sistency, WERecirculationFanPower and MCC1PowerConsumption. The other top
variables are SheetON (an indicator of whether the paper passes from the last roll
to the winder), and DERecirculationFanPower (also identified by FRANE; with
MVT). According to the domain experts, step 5 run for the short-lived anomaly in
Fig. 6 (¢) produces a variables ranking indicating a system overheating (see Supple-
mentary Material S15).

This analysis exemplifies an important aspect of anomaly detection: the real cause
underlying an anomaly might not be directly expressed by the observed variables;
domain knowledge is required to reconstruct causes. In our case study, the variable
“system overheating” does not exist. However, the variables selected by step 5 of
FRANE with various specifications (with or without smoothing, with different
thresholding) all point to the slowing and cooling of the production system, allowing
our industrial partners to identify system overheating as the underlying cause.
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8 Concluding remarks

In this article we introduced F R ANk, a semi-supervised method for anomaly detec-
tion. We use the term semi-supervised as in Schmidl et al. (2022), to mean a method
that is trained on anomaly-free data. The main message of our work is that a procedure
built combining relatively simple statistical techniques (our FRANk) can outper-
form state-of-the-art methods in its ability to detect anomalies, runtime, and robust-
ness to a number of potential problems in the data. We target industrial processes,
characterized by multicollinear time series with unknown distributions. Notably, the
choice of statistical tools employed in F RANk was driven by the dual objective of
optimizing efficiency (precision, runtime, etc) while maintaining simplicity, the two
hallmarks of our approach. Of course, as discussed in Sect. 3, there are alternative
(more complex) techniques that could be utilized in FRANk.

Nevertheless, we have decided to keep FRANk simple, as it outperforms state-
of-the-art methods on benchmark datasets from the literature (both in terms of perfor-
mance and runtime). Furthermore, our experiments show that it meets the flexibility,
reliability and simplicity requirements recently highlighted, e.g., in Schmidl et al.
(2022). In fact, FRANE outperformed competing methods in a broad variety of
datasets and domains (flexibility) and it successfully discovered anomalies in all such
datasets (reliability). Moreover, employing straightforward tools, F RAN k does not
require much parameter tuning (simplicity), apart for the choice of the smoothing
parameter 4. The value of such parameter is critical, however in all experiments
FRANE demonstrated high performance with 3 preselected values of / (1, 10 and
100).

Importantly, FRANk also allows users to identify variables relevant for the dis-
covered anomalies. Thus, FRA*Nk meets several key requirements for anomaly
detection in industrial settings; namely, to enable domain experts to quickly and
accurately identify time intervals when anomalies occur, and to help decipher their
putative causes.

We envision a number of avenues for future work. First, given its simplicity and
low computational demands, FRANk may be particularly well-suited for use on
very large or streaming datasets. Second, FRA2Nk could be extended with the abil-
ity to rank anomalies by their impact on domain-specific key performance indicators
(KPIs). Third, as discussed in Sect. 3, FRANk could be extended to better accom-
modate highly non-stationary and temporal dependence settings by incorporating
change-point detection and declustering. Fourth, although our current configuration
demonstrates strong precision performance, further parameter tuning could enhance
robustness in future applications. In particular, we plan to investigate alternative
threshold settings—such as varying the quantile levels used to define peaks and the
probabilities assigned to classify them as anomalies—with the goal of identifying
configurations that further improve false discovery rate control. Finally, Step 5 could
be further improved including techniques to counteract the effects of unbalanced
counts of anomalous and anomaly-free observations in the training of prediction
models (random forests or logistic regression, (see, e.g., Fithian and Hastie (2014)).
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In the case study illustrated in Sect. 7 the time intervals used to train random
forests contained more anomaly-free than anomalous observations, but the vari-
ables identified as relevant in Step 5 were validated by domain experts. Therefore,
FRANE appeared not to be affected by the unbalanced training in this instance —
though this might not hold in general.

Supplementary Information The online version contains supplementary material available at https://doi.
org/10.1007/s11634-026-00667-8.
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