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autonomous driving, smart cities, and Industry 4.0, facilitating communication among diverse de-
vices across the IoT-to-Edge-to-Cloud continuum. Particularly in the automotive industry, modern
autonomous systems, built on top of frameworks like ROS 2 and Autoware, heavily rely on DDS
for real-time data exchange across distributed software components. The DDS is however typically
implemented with a multithreaded software structure and leverages middleware-specific policies
for message dispatching, posing considerable challenges in guaranteeing timing constraints. This
paper fills significant gaps in the current understanding of DDS’s real-time performance. We intro-
duce a comprehensive DDS model that includes both synchronous and asynchronous communica-
tion under various dispatching policies. The model is then used to derive a holistic response-time
analysis capable of bounding the end-to-end latency of DDS-enabled real-time applications. Fur-
thermore, we integrate our analysis with a state-of-the-art executor-based analysis for ROS2-based
systems. The effectiveness of our approach is validated through experiments on a real platform
using FastDDS, a popular DDS implementation, and a modern automotive testbed taken from the
WATERS 2019 Industrial Challenge by Bosch. Finally, our analysis method is evaluated with both
a ROS2 case-study application and the Autoware reference system, a realistic testbed from the
open-source Autoware.Auto framework for autonomous driving.

1. Introduction

The Object Management Group’s (OMG) Data Distribution Service (DDS) [1] defines a middleware communication standard posi-
tioned between application software and network transport layers. The DDS alleviates the developers’ effort to realize system-specific
data distribution mechanisms and corresponding support. As a data-centric publish-subscribe protocol, DDS has gained traction with
the advent of massively distributed applications in fields like autonomous driving [2-5], smart cities [6], and Industry 4.0 [7],
since it facilitates communication among diverse computing devices across the so-called IoT-to-Edge-to-Cloud continuum [8]. The
advancement of modern, complex, and autonomous systems, often designed as a network of interconnected and distributed software
components, demands seamless integration and close cooperation akin to the operation of a single, cohesive entity. This trend is
particularly prominent in the automotive industry, where sophisticated driver assistance systems (ADAS) - including functionalities
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such as lane-keeping, adaptive cruise control, and anti-lock braking systems — are distributed across multiple electronic control units
(ECUs) and interconnected via in-vehicle networks. Many of these functionalities are based on frameworks like ROS 2 [9-11] and
Autoware [5], which in turn are built on top of the DDS for publish-subscribe communications. Moreover, the AUTOSAR consortium
has integrated DDS into the specifications of both their Adaptive and Classic platforms [12].

Typically, distributed real-time applications are implemented as chains of computations, facing with data dependencies between
threads, which form the so-called cause-effect thread chains (or simply thread chains). A cause-effect chain represents a sequence of
threads that are executed to achieve a given functionality. A typical example is a sensor-to-actuator cause-effect chain, which consists
of a first thread that reads the sensor (cause), one or more threads that process the value produced by the preceding thread(s), and
a final thread that writes the output to an actuator (effect). Often, such chains need to be completed within timing constraints, often
referred to as deadlines. However, guaranteeing deadlines in this context requires accounting for DDS specificities, which span from
the fundamentals of the DDS standard up to the peculiarities of specific implementations. For example, several DDS implementations
rely on a complex multithreaded software architecture, requiring proper thread scheduling to achieve the desired timing performance.
These threads handle various tasks, including synchronous or asynchronous message dispatching, listening, liveliness monitoring, and
garbage collection. Custom, implementation-specific message queuing policies can further and severely affect message response times.

To properly support the designers of these application, it is essential to have an accurate model for DDS-enabled real-time systems
to assess whether a given configuration can allow meeting a set of timing constraints upfront, without calling for trial-and-error testing
campaigns that involve deploying applications on the target platform many times.

To this aim, we propose a fine-grained modeling and end-to-end response-time analysis for DDS-enabled real-time applications,
focusing on the popular FastDDS implementation [13] when dealing with all implementation-specific aspects.

This paper extends a previous conference version [14] by: (i) expanding the model and analysis capabilities by supporting the
round-robin policy of flow-controller threads (instead of fixed priority and FIFO only), (ii) supporting the DDS synchronous sending
mode, (iii) allowing to bound the end-to-end latency of thread chains rather than computing only the data delivery latency of
individual pairs of producers and consumers, (iv) discussing how to integrate the DDS-based analysis with a state-of-the-art analysis
for ROS2, (v) considerably extending the evaluation to include new experiments, including a new case study on the Autoware
autonomous driving framework [5] and other experiments that consider the integrated DDS-ROS2 analysis.

Contribution. This paper proposes a compositional model to describe the peculiarities of a complex DDS-based multithreaded appli-
cation. The compositional model is based on the DDS specification only and is not tied to any specific implementation.

Later, we propose a Fast-DDS-specific instantiation of the model, which can more precisely model and capture the relevant timing
aspects based on the specific implementation choices.

Building on the model, we propose a holistic response-time analysis to upper bound the end-to-end latency of thread-chains for
FastDDS-based systems, under both synchronous and asynchronous sending mode. Additionally, we discuss how to integrate the DDS
analysis with state-of-the-art real-time analysis methods for ROS 2.

Finally, we compare our analysis results with latency measurements observed by running a FastDDS-enabled use-case application
on a real platform, demonstrating the efficacy of our methods. We further evaluate the approach based on two well-known realistic
automotive test-beds, taken from the WATERS 2019 Industrial Challenge by Bosch [15,16] and the Autoware reference system [17],
from the Autoware.auto autonomous driving framework.

2. Background

The structure of this section is as follows. First, we provide a review of the DDS standard, as defined by the Object Management
Group (OMG). Second, we provide a description of the features offered by FastDDS, the reference implementation of the DDS consid-
ered in this work. Subsequently, a brief overview of the ROS 2 autonomous framework and its interaction with FastDDS is presented.
Finally, to establish a foundation for the analysis presented later, we introduce some core concepts of the Compositional Performance
Analysis (CPA) approach [18].

2.1. The DDS standard

The Data Distribution Service (DDS) standard offers a powerful publish-subscribe protocol for data exchange [1]. This approach
centers on a shared pool of information called the Global Data Space (GDS), accessible to all participating applications. Applications
can act as either publishers, contributing data to the GDS, or subscribers, expressing interest in specific portions of the data space.
DDS manages the flow of data between these roles, ensuring efficient dissemination. Whenever a publisher updates the GDS, the
underlying middleware automatically broadcasts the new information to all relevant subscribers. This data exchange adheres to
pre-defined Quality of Service (QoS) policies that can be configured at various levels for optimized communication [19].

DDS establishes a communication network for the distributed applications. Within this network, logical areas called domains act
as interconnected channels. Two key elements facilitate communication within a domain: topics and participants. Topics function as
unique identifiers, combining a descriptive name with the specific data type it represents and any associated QoS policies. Topics
serve as channels dedicated to specific data types. Participants, on the other hand, are the entities that interact with the topic data.
A participant can be a publisher, a subscriber, or even both. Publishers leverage DataWriter (DW) objects to disseminate information
across various topics. Similarly, subscribers utilize DataReader (DR) objects to receive data from their chosen topics. Each DW and
DR object maintains a one-to-one relationship with a single topic (refer to Fig. 1 for a visual representation of participant connections
within a domain).
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Fig. 1. Example of connections between DDS participants in a domain.

The Real-Time Publish-Subscribe Protocol (RTPS) [20] is underlying the communication within DDS. RTPS provides both reliable
and best-effort communication mechanisms, even when utilizing unreliable transport protocols like UDP. This flexibility allows for
operation in both unicast (one-to-one) and multicast (one-to-many) settings. It is important to note that, despite its name, RTPS
does not inherently guarantee real-time behavior or timing constraints in general. DDS operates with a three-phase process. The first
phase involves discovery, where participants locate each other on the network. During the matching phase, discovered participants
determine if they should establish a publish-subscribe relationship based on their data needs. Finally, the data distribution phase sees
the dissemination of data from publishers to the matching subscribers. This structured approach ensures efficient and targeted data
exchange within the DDS framework.

2.2. The FastDDS implementation

One of the most popular and efficient C+ + implementations of DDS is FastDDS by eProsima [21], which is currently the default
option within the ROS 2 framework [22]. It employs a multi-threaded architecture to guarantee efficient and robust data communi-
cation.

At the heart of a publisher application lies the publisher thread, a user-level actor responsible for preparing application data and
publishing it onto designated topics. The publishing process itself exhibits flexibility, offering two distinct sending modes: synchronous
and asynchronous. In synchronous mode, the publisher thread directly transmits the data. The asynchronous mode, on the other hand,
introduces a separate internal thread known as the flow-controller thread. This thread takes over the network transmission duties,
freeing the publisher thread to focus on preparing more data. The flow-controller thread operates at the middleware level, constantly
monitoring a message queue. Whenever new data arrives in the queue, the flow-controller thread extracts it and transmits it over
the network according to three different policies, i.e., FIFO, RR (i.e., round-robin), or HIGH_PRIORITY (i.e., fixed priority). Notably,
publishers can leverage multiple flow controllers if they manage data publication across various topics, further enhancing scalability.

Beyond the core data publishing functionality, publisher applications also rely on a dedicated middleware-level event thread.
This thread processes events such as (i) discovery events (participants locating each other on the network), (ii) matching events
(participants determining if they should establish a data exchange relationship), and (iii) QoS verification events (ensuring the data
delivery adheres to pre-defined quality of service parameters). Additionally, FastDDS provides a meta-traffic listener thread for receiving
discovery information, which is required for establishing communication paths between participants within the DDS network.

Subscriber applications mirror the publisher application thread structure. A subscriber thread, operating at the user level, acts as
the information receiver within the system. The subscriber thread’s primary function revolves around reading and interpreting data
that arrives from topics of interest. Similar to publisher applications, subscriber applications also incorporate a dedicated middleware-
level event thread. This thread works identically to its counterpart in the publisher application, ensuring consistent event handling
across both sides of the communication spectrum.

Another key thread within subscriber’s applications is the user-traffic listener thread. This thread plays a critical role in managing
the reception of user data, the very essence of the communication. It listens for incoming data packets containing the application
data published by various sources. This data is processed and delivered to the corresponding subscriber thread. FastDDS empowers a
versatile data exchange pattern by enabling many-to-many communications. This means that multiple publisher threads can publish
data on the same topic concurrently. Likewise, multiple subscriber threads can subscribe to a specific topic, allowing them to receive
and process the published data.

The transport layer acts as the communication backbone for DDS entities [13]. It assumes the responsibility of sending and
receiving messages over the chosen physical transport protocol, which can be UDP, TCP, or shared memory. Notably, a dedicated
listener thread is spawned for each reception channel. The definition of this channel depends on the specific transport layer protocol
utilized, ensuring optimal performance and resource utilization based on the chosen communication method.

Thread chains. FastDDS leverages an event-driven (data-driven) design style, leading to data dependencies and potentially long
processing chains. A processing chain is composed of coordinated threads that exchange information to achieve a specific behavior.

3
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Fig. 2. ROS2 architecture.

FastDDS facilitates application design through these chains, enabling a subscriber thread to receive data and subsequently publish
it to another subscriber. Each chain starts with a source publisher thread and ends with a sink subscriber thread. Middleware-level
threads are involved in the middle of the chain.

2.3. ROS 2

ROS 2 is a framework for developing autonomous applications on top of an operating system. An application consists of individual
nodes running on separate processes across various hosts. Each node can be composed of multiple publishers and subscribers that
send and receive messages to/from specific topics, leveraging a specific DDS implementation for the message exchange. When a node
receives a message, it triggers a callback function for processing, i.e., subscriber callback. Callbacks can also publish new messages,
i.e., thus acting both as a subscriber and a publisher.

ROS2 provides a unified stack that integrates multiple layers of abstraction, as depicted in Fig. 2. At its core, ROS2 applications rely
on language-specific client libraries—rclcpp for C+ + and rclpy for Python-both of which manage callback execution within processes.
These client libraries interface with the ROS client library (rcl), which offers a consistent set of APIs to ensure uniform behavior across
programs written in different languages. Below this, the ROS middleware layer (rmw) serves as a communication interface between
rcl and the underlying DDS implementations provided by specific vendors.

Recently, an additional rmw implementation that integrates Zenoh [23] as underlying communication protocol has been included
in ROS2, to provide a more flexible communication for ROS2 nodes, especially in environments where traditional DDS-based rmws
may face limitations [24]. This paper focuses, instead, on DDS-based solutions that are enabled by default.

ROS2 exhibits a unique scheduling policy for handling callbacks, which differs from the traditional scheduling models found in
classical operating systems (OSes). The policy is enforced by an abstraction of an OS process called executor, which is in charge of
managing the callbacks (e.g., C+ + functions) that implement the functional behavior of ROS2 nodes.

ROS 2 offers two types of executors: i) single-threaded, which processes callbacks sequentially, and ii) multi-threaded, which
distributes callbacks across multiple threads. This paper considers the single-threaded executor, which is also the option enabled by
default.

The custom policy leverages a cache of ready callbacks, which is updated by interacting with the communication layer when the
cache becomes empty. The cache can contain at most one active instance of each callback. The executor processes the cache and
executes the contained callbacks in priority order.! The presence of the cache of active callbacks gives rise to several challenges in
the real-time analysis. The first formal analysis to study the ROS2’s executor-based scheduling behavior, aimed at ensuring real-time
guarantees, was conducted by Casini et al. in [10].

Furthermore, ROS 2 supports two primary communication modes: intra-process and inter-process. Intra-process communication
allows direct message exchange between publishers and subscribers within the same executor, leveraging shared-memory communi-
cations. Since this method does not involve DDS, it is not considered in this work. Inter-process communication, on the other hand,
occurs between publishers and subscribers that are managed by different executors, either on the same machine (local) or separate
machines (remote). This communication can be synchronous or asynchronous, depending on the system’s needs.

Synchronous communication requires the ROS 2 callback to wait until the DDS layer finishes sending the message; conversely,
asynchronous communication prioritizes efficiency and allows publishers to continue even if the DDS has not yet sent a message.

2.4. ROS2-FastDDS interaction

A notable design decision in ROS 2 is its avoidance of the traditional DDS publisher mechanism, which is typically used to manage
message publication for multiple DataWriters. Instead, ROS 2 directly accesses individual DataWriters. According to this design, each
ROS 2 publisher is strictly linked to a single DataWriter, and likewise, each ROS 2 subscriber is connected to a single DataReader. This
design contrasts with FastDDS, where a single publisher or subscriber can manage multiple DWs or DRs. By opting for a more granular,

1 In ROS2, the priority depends on the callback type (timers, subscriptions, services, and clients, prioritized in this order), and ties are broken
according to the registration order.
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Fig. 3. A) Sync-Sync scenario. No flow-controller thread is spawned, hence messages are sent by the publisher node in the context of the executor.
B) Async-Async scenario. The executor prepares the messages to send. Messages are then inserted in the queue of pending messages shared with the
flow-controller, notifying it. Subsequently, messages are sent in the context of flow-controller thread. C) Async-Sync scenario. The first publisher
data is sent directly through the network, in the context of the executor, while data related to the second publisher are first processed by the
flow-controller and then sent through the network.

one-to-one relationship between publishers and DWs (as well as between subscribers and DRs), ROS 2 simplifies the structure of the
communication flow. Specifically, this is beneficial in complex robotic systems, where predictable and independent communication
channels are often critical for real-time, distributed computing.

As already introduced, FastDDS provides two primary publication modes: synchronous and asynchronous. The middleware im-
plementation of FastDDS within ROS 2 is named rmw_fastrtps. It offers a simple means to tune the publication mode through an
application configuration XML file. The XML file accepts the following values to set the publication mode of each publisher:

1. ASYNCHRONOUS: When an executor serves a callback that initiates a publish operation, the data is copied into a queue. Subsequently,
the insertion in the queue is notified, relinquishing thread control back to the user before the actual transmission of data. An
asynchronous thread (i.e., flow-controller thread) manages the data consumption from the queue and dispatches data to all
matched readers.

2. SYNCHRONOUS: This mode facilitates synchronous publication. When enabled, data is directly transmitted within the executor’s
context. Consequently, any blocking calls during a write operation would stall the executor thread, potentially interrupting the
application’s flow. This mode tends to achieve higher throughput rates and lower latencies due to the absence of notifications and
thread context switching. When a publisher sends messages related to different topics, the sending operation is done sequentially,
one message per topic at a time. In this case, it is not possible to prioritize sending one message over another. However, an order
can be foreseen at the application code level, such that a message is sent first, while all the others will have to wait until the
sending operation is completed.

Tracing ROS2 publisher and subscriber applications. To test the two modes, we implemented a simple ROS2 example that consists
of two applications, using ROS2 Iron Irwini release [25] upon FastDDS v2.14.0 [26]. The first one includes a node with two publishers
and the second one a node that comprises two subscribers. The applications communicate by exchanging data through two topics
(6, 9,). Each publisher publishes a message per topic periodically every 500 ms. Our goal here is to understand which thread is in
charge of sending messages under SYNCHRONQUS or ASYNCHRONQUS publishing modes. To this end, we tested three different scenarios:

¢ Scenario A): both publishers publish using the SYNCHRONOUS publishing mode. In this case, as shown in Fig. 3A, all the messages
related to the two topics are processed within the context of the executor of the publisher node.

¢ Scenario B): both publishers publish using ASYNCHRONOUS publishing mode. In this case, all the messages related to the two topics
are sent within the context of the flow-controller thread, as depicted in the Fig. 3B.

o Scenario C): the publisher related to §; publishes data using SYNCHRONOUS mode, while the other publisher, attached to topic
0,, sends data under ASYNCHRONOUS mode. From the Fig. 3C, we can observe that data for ¢, is sent in the context of executor,
whereas data related to 6, is sent in the context of the flow-controller thread.

Hence, whenever the asynchronous mode is enabled for one or more publishers, automatically, the FastDDS layer spawns the flow-
controller thread, managing data coming from the specific publisher(s). Instead, listener threads at the receiving side are used in both

5
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communication modes. Note that the graphs reported in Fig. 3 are based on traces obtained using LTTng tracing framework [27],
analyzed by means of the Trace Compass tool [28].

2.5. Compositional performance analysis

CPA [18] is a powerful framework for evaluating the timing behavior of complex real-time systems. These systems are often
heterogeneous, meaning they consist of diverse components, and distributed, meaning they operate across a network.

CPA breaks down the analysis into two core elements: workloads and computational resources. Workloads represent the tasks
the system needs to execute, modeled as a directed acyclic graph (DAG) of communicating tasks. Groups of tasks are assigned to
specific resources, which define the scheduling policy for those tasks and their processing time, i.e., supply time. One of CPA’s key
concepts is the event arrival curve, denoted as n(A), which represents an upper bound on the number of release events for a task
within any time interval of length A, i.e., [t,7 + A) for any ¢. For the first task in a chain (source task), the arrival curve is provided
externally. Subsequent (non-source) tasks are triggered based on the completion times of their predecessors, taking into account any
potential delays caused by those predecessors and any network-related delay (e.g., representing such a delay as a release jitter). This
creates a cyclic dependency: to bound the worst case response times (WCRTS), arrival curves for all tasks are required, but those of
non-source tasks also require WCRTs bounds to be computed. The cycle is broken [14,18] by initially setting the release jitter to zero
and computing WCRT bounds iteratively until convergence is reached.

To analyze overall system performance, CPA initially calculates the maximum response time for each individual task. The sum of
these individual response times provides a basic estimate of the end-to-end latency (total response time) for a processing chain. CPA
also offers extensions for specific scenarios that can improve the precision of these latency estimations [29]. This approach allows
for a modular analysis, where the timing behavior of individual components is assessed and then combined to understand the overall
system performance.

3. A compositional DDS model

Before delving into the various implementation details studied to analyze the concrete behavior of a DDS instance, we start by
providing a general and compositional DDS model. This model is built based solely on the DDS specifications, making it adaptable
across different DDS implementations. As a concrete example of an instance that can be derived from the compositional model,
we show how it applies to the FastDDS implementation, which is studied in this work. Specifically, by leveraging a compositional
approach, we show how to support both the asynchronous and synchronous sending modes specified by FastDDS.

DDS functionalities can be divided into fundamental building blocks called Logic Functional Blocks (LFBs). Each LFB represents
a basic DDS operation. These LFBs fall into two categories:

1. Principal blocks, which are directly involved in data exchange between publishers and subscribers, and

2. Auxiliary blocks, which support middleware functionalities like discovery/matching (finding participants in the network), en-
forcing quality-of-service (QoS) requirements, or other features specific to a particular DDS implementation. Examples include
FastDDS’s timed-event handling and Eclipse CycloneDDS’s garbage collector and liveliness monitoring [30].

The principal blocks for data exchange include:

(i) the Publisher and Subscriber blocks, which handle, respectively, publishing and subscribing operations initiated by user-level

application threads.

(ii) the Outgoing Flows Dispatching (OFD) block, that takes data from the Publisher block and controls how it is published over the
network (notably, the DDS standard does not dictate how network data dispatching should be implemented);

(iii) the Incoming Flows Dispatching (IFD) block that manages incoming messages received by the Network block and delivers them to
the Subscriber block, and

(iv) the Network block, that represents the functionalities of a network protocol, responsible for transmitting data across a communi-
cation link between source and destination nodes.

FastDDS instance of the model. Now, we show how this general model applies specifically to FastDDS, when both asynchronous
and synchronous sending modes are specifically considered. Fig. 4 illustrates this mapping. Each thread identified within FastDDS is
assigned to its corresponding LFB in the model.

In this paper, we consider a static network of publishers and subscribers, meaning that no new publisher or subscriber can join at
run-time and the topology of the network of participants is known a priori. We consider real-time applications that require predictable
timing guarantees; in such settings, FastDDS’s Static Discovery is preferred. After the initial discovery phase, and by configuring a high
discovery announcement period for each participant [13], the discovery meta-traffic is extremely low at runtime. Consequently, the
extra cost of the meta-traffic listener and event threads—responsible for processing discovery heartbeats, participant announcements,
and QoS checks-becomes negligible in steady state. We therefore classify these threads as auxiliary services, grouping them under the
auxiliary services block in Fig. 4 and excluding them from the system model in Section 4.

Publisher and subscriber threads are mapped directly to their respective LFBs (Publisher and Subscriber blocks). The choice of
sending mode (synchronous or asynchronous) affects the OFD block. Under synchronous mode, the publisher thread handles both
data publishing and sending, thus no separate thread is needed in the OFD block. However, when asynchronous mode is enabled,

6



G. Sciangula et al. Internet of Things 36 (2026) 101853

Publisher Subscriber
thread thread

Sending
mode?

Auxiliary services
[ Meta-traffic Listener & Event threads ]

OFD (Asynchronous)

IFD

Fig. 4. Instantiation of FastDDS threads on DDS model under both asynchronous and synchronous sending mode.

the flow-controller thread (discussed in Section 2.2) takes over data sending and resides in the OFD block. Similarly, the user-traffic
listener thread (simplified to listener for brevity) is mapped to the IFD block. Finally, the functionalities of the chosen transport
protocol and the network itself are mapped to the Network block.

4. FastDDS-based system model and problem definition

We consider a distributed system consisting of N interconnected computing platforms (i.e., machines), which overall offer a set
C of processing cores. Next, we model application and middleware threads for FastDDS only, leaving out ROS2 callbacks, which will
be introduced later on.

Thread model. For a FastDDS-based system, we identify four classes of threads: publisher, flow-controller, listener, and subscriber,
contained within the sets I', I, I}, and I';, respectively. These threads are managed using a partitioned fixed-priority scheduler,
ensuring that each thread is statically allocated to a specific core. An arbitrary thread from each category is represented as Tf’ €Ty,
Tf ery, 1'% €I, or 7§ € T, respectively. The collective set of all threads in the system is denoted by I'; = {T', UTs UT; UT}. Note that
it could be that I, N T # #, since some threads can be both publishers and subscribers. When the specific type of thread is irrelevant
or clear from the context, it is simply referred to as z,.

Threads are also grouped into two sets: (i) application- and (ii) middleware- level threads. The former set includes all publishers
and subscribers. The latter set, comprising flow-controller and listener threads, is denoted by I',,,, = I'; UT. Furthermore, the set F’;u
includes all threads running on core ¢, € C, while ¥ ¢ F’;H represents the subset of middleware threads on ¢, . Each thread 7, € I'y
is associated with a unique fixed priority. The notations hp}, (z,) C ', \ I’k and hp,, (z,) C ', denote the sets of non-middleware
and middleware threads, respectively, on core ¢, with priorities higher than z,.

Topic and message model. To define the logical communication channels between publisher and subscriber applications, a set of
topics @ is introduced. Each topic §; € © has a unique priority z; across the system, independent of thread priorities. This priority is
inherited by any message instance mz(rf.’,e.) published by a publisher thread rf’ on topic §;. When identifying the publisher thread
and topic is unnecessary, the message is simply denoted as m,. A message instance m, is considered pending in a middleware-level
thread 7, € T', from its release until its processing is completed. The set of messages associated with a topic 6; is denoted by M(6),).
Each instance of a publisher thread rip can send up to w{ messages to topic ;, while @(rf.’) and @(rj.) represent the subset of topics
from which a publisher thread rf’ and a subscriber thread rj. can send and receive messages, respectively. Similarly, @(rf) and @(r})

represent the subset of topics managed by, respectively, a flow-controller thread r,f and a listener thread rﬁ. The number of subscribers
interested in a message m, is denoted by Ny, (m,).

Association among threads. A publisher thread r? can be linked to multiple flow-controller threads rf € It if it publishes to multiple
topics in asynchronous sending mode. Otherwise, the publisher thread directly handles data sending. A subscriber thread 7} is uniquely
associated with a listener thread 74, which manages messages from various topics. Each pair (1?, 0.), and thus each message mz(r}J ,0)),
is associated with a single flow-controller and listener thread, if the asynchronous sending mode is used. Otherwise, we have a direct
association between T? and the listener thread. With a slight abuse of notation, we also use m, € TIF, where ¢ € {f,1}, to indicate that
message m, is handled by middleware thread z!.

Thread chains. Thread chains, represented by the set G, are sequences of communicating threads, with the first thread acting as a
source publisher and the last one as a sink subscriber. Different from most works in classical real-time systems literature [29,31,32],
when dealing with DDS-enabled systems, thread chains do not include application-level threads only (i.e., publishers and subscribers)
but also middleware-level threads. As discussed, the kind of middleware-level threads change depending on the sending mode, i.e.,
synchronous or asynchronous. To abstract this complexity, we introduce the concept of subchain: each chain y, € G can include &
subchains, i.e., y; = {éf, ,52}, where 7 € {async, sync}. When the specific type of subchain is irrelevant or clear from the context, it
is simply referred to as ;. Each subchain ¢, is defined as tuples of threads. In asynchronous sending mode, the symbol ffsync denotes an
asynchronous subchain that includes a publisher, flow-controller, listener, and subscriber. In synchronous mode, the flow-controller
is not involved, so that the publisher is directly linked to the listener thread of the subscriber, thereby composing a synchronous
subchain denoted by the symbol £57°¢.
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Chain 1
Subchain 2 (Sync-send)

s {5}

Fig. 5. Two chains activated by the same publisher thread. Chain 1 contains two subchains: Subchain 1 (where P, sends data asynchronously) and
Subchain 2 (where S| communicates with .S, by means of a sychnronous communication).

Priorities

MfR’k

Topics

Fig. 6. Round-Robin scheduling policy. A priority is assigned to each topic, where lower value denotes higher priority. Each topic 6, is then paired
with its own message queue ¢, , of size M ?R"‘. Queues are processed in a circular order, following a sequence that respects the priority of each topic.

Two consecutive subchains of a chain, ¢; and & are linked by a subscriber 7% € I' of the first subchain ¢, acting as publisher for
the second 1050 that z* is also a publisher with respect to St ie., Tj €T, too. The set of all chains forms a directed acyclic graph
(DAG) of threads (vertices) and communications (edges), with multiple sources and sinks, as shown in Fig. 5.
Execution times and activations. This work employs a discrete-time model, with all time parameters as integer multiples of a
basic time unit ¢ 2 1. Execution times vary across thread types. Symbols 6f(m.), 65(m,), and 6!(m,) indicate the worst-case time
required, without any interference from other messages or threads (i.e., isolation), to process a message m, in the flow-controller (for
asynchronous sending), publisher (for synchronous sending), and listener, respectively. These processing times are all affected by the
message size, hence their dependency on m,. The application-level threads 7, €y \ I have a worst-case execution time (WCET)
e;. When a publisher sends data synchronously, its WCET ¢; also accounts for the time needed to complete the send operation for
each topic, denoted by ejy"c.

Publisher source threads (i.e., those that originate at least one chain) are characterized by externally-provided event arrival curves
7/ (4), bounding the number of instances released in any interval of time A. All the other application-level threads’ instances are

activated by following data-driven patterns, which are characterized by derived arrival curves n,;(A). Derived arrival curves depend
on the arrival patterns of predecessor threads and processing delays. With 11£ (&) and '121,]- (A) we denote the arrival curve of each
message within flow-controller (if any) and listener thread, respectively. Finally, the worst-case network propagation delay is denoted
by 6;;:’ (m,) for a message m, from machine v; to v;. It can be either estimated experimentally or analytically bounded, depending on
the underlying network [33-35].

Flow-controller scheduling policies. Flow-controller policies are denoted by HP, F, and RR, corresponding to HIGH_PRIORITY, FIFO,
and ROUND_ROBIN policies, respectively. Messages of the same priority within a flow controller are processed in FIFO order. For HP
policy, sets hp;(m;), ep;(m), and Ip;(m;) denote messages with higher, equal, and lower priority than m, in z,, respectively. Under RR
policy, each topic 6, is associated with a message queue g; , processed in circular order according to topic priority (see Fig. 6).

Queues. Listener threads manage one network socket each, processing incoming messages from various topics in FIFO order. For
FIFO policy, each flow-controller or listener thread r; € I',w maintains a single queue of up to M f messages. Under HP policy, each
priority level i has a queue of size M ;’P . For RR policy, MJ.RR"‘ represents the queue size for topic 6§, within middleware thread 7.
Please, note that HP and RR are only used for flow-controller threads, while FIFO is also used in listener threads (the details are
provided later). Buffers must be sufficiently large to prevent message loss on both sender and receiver sides.

Supply-bound function. The analysis relies on a supply-bound function sbf;(A), representing the minimum processor service time
provided by core ¢; € C in any time window of length A, [36-38]. This function supports analysis extensibility with reservation-
based scheduling mechanisms [39], such as those available in Linux (SCHED_DEADLINE scheduling class) [40] and QNX (Adaptive
Partitioning Scheduler) [41], and generalizes to schedulers without reservation by setting sbf,(A) = A.
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Table 1
Table of main symbols.
Symbol Description
c Jjth physical core

jth machine of a network of interconnected platforms
ith thread of type ¢ € {p, £, 1,s}

I, set of threads of type t
| set of all threads in the system
Cmw set of middleware threads in the system
¥ threads of type 7 on ¢,
hpt (7)) middleware threads with priority higher than 7, on ¢,
hpgl 2 (7D non-middleware threads with priority higher than z, on g
(€] set of topics
0; Jjth topic
z; priority of the topic ¢,
mzF,0,) zth message published by <} over 6,
w, max number of messages to 6, for each r? instance
M(Gl) messages for a topic 6 ;i
@(rj’) topics to which rf publishes on
G)(rj.) topics from which 1:? subscribes to
Ngup(m ) number of subscribers interested in m ,
set of thread chains in the system
2 ith thread chain
& ith subchain of type 1 € {async, sync}
rbfi(A) request-bound function of 7,
e WCET of ‘r;, t e {p,s}
sbfi (D) supply-bound function of ¢,
(D) 7! arrival curve, 1 € {p,s}
0N arrival curve of m_ in 7!, 1 € {£,1}
& (m,) processing time of m_ in P
8(m ) processing time of m, in zf
s(m,) processing time of m,, in 7'
82 (m ) network propagation delay for a m_ from machine v, to v,

Table of symbols. Table 1 summarizes the main symbols introduced in this paper.
4.1. Problem statement

This paper aims to bound the end-to-end latency of a chain of threads using the DDS to communicate in a data-driven manner. We
decompose this problem into two subproblems: first, we study the Data Delivery Latency of two communicating threads (a publisher
and a subscriber), which includes all the additional scheduling delays due to the DDS middleware. Second, we derive worst-case
response times of threads with the data delivery latency to obtain an overall end-to-end latency bound.

To begin, we provide the definitions of two crucial metrics.

Definition 1 (Data Delivery Latency). The Data Delivery Latency (DDL) L, () experienced by a message m_, sent by a publisher
thread to a matching subscriber thread, is the longest time span elapsed between the time instant when m, is sent by the publisher
and the time instant when the corresponding instance of the subscriber is released, within a subchain ¢,.

Note that the DDL does not include the time in which the target instance of the subscriber is waiting to be scheduled.

Definition 2 (End-to-End Latency). The End-to-End (E2E) latency L°?¢(y;) of a thread chain y; is defined as the longest time span
elapsed between the release of the source thread of the chain to when the sink thread of y; completes.

Next, we build upon these definitions to provide a comprehensive method for bounding the worst-case data delivery latency of any
DDS message within a subchain and the end-to-end latency of thread chains under both asynchronous and synchronous modes.

4.2. Thread behavioral rules

In this section, we detail the behavior of the FastDDS middleware implementation, formalized through a set of comprehensive
rules that describe the interactions between the identified threads under both synchronous and asynchronous sending modes, within
a subchain.

Rule 1. Pub-to-Net (sync-mode). In synchronous sending mode, a publisher thread is responsible for generating the data to be sent. Upon
invoking the publish operation, the data undergoes RTPS serialization. Subsequently, the serialized data is transmitted to each interested
subscriber through a blocking network send operation. This sending process is conducted sequentially per topic, strictly adhering to the order
specified by the application code. The total number of send operations directly corresponds to the number of message copies required for each
subscriber, which is quantified by the parameter N (m.).
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Rule 2. Pub-to-Flow (async-mode). In asynchronous sending mode, non-blocking publish operations are used. When a publisher thread
needs to send data, it initiates a pub 1% sh operation by just notifying the corresponding flow-controller thread. The flow-controller then manages
the actual data transmission.

Rule 3. Flow-to-Net (async-mode). If the flow-controller’s queue of pending messages is not empty, it extracts the message from the head
of the queue, performs RTPS serialization, and sends the message to each interested subscriber. Similar to the synchronous mode, the number
of send operations matches the parameter Ny, (m,), ensuring each subscriber receives the required number of message copies. If the queue is
empty, the flow-controller thread enters a blocked state, awaiting notification from the associated publisher thread indicating the arrival of
new data.

Rule 4. Net-to-List. Listener threads perform a blocking receive operation on a designated network socket. When the system network
functionalities write a message to the socket buffer, the listener thread is activated.

Rule 5. List-to-Sub. The Listener thread processes incoming messages by retrieving them from the socket buffer in a first-in-first-out (FIFO)
manner. The message is deserialized and subsequently delivered to the appropriate subscriber thread, which is notified of the new message’s
arrival.

Rule 6. Non-preemptiveness (async-mode). The sending operation within a flow controller adheres to a non-preemptive policy. Once a
message is extracted from the queue, it is fully processed and transmitted, along with all its copies to different subscribers, before addressing
any newly arrived higher priority messages. This ensures that once the sending process begins, it is completed without interruption. For clarity,
in this context, the term non-preemptive refers to the atomicity of the message-send operation within a flow-controller thread only: once the
transfer begins, no other send call in the same thread can interrupt it (i.e., it runs to completion). It does not imply non-preemptiveness at
the OS scheduler level: a higher-priority thread can still preempt the flow controller thread.

Rule 7. HIGH_PRIORITY (HP) policy (async-mode). Under the HP policy, messages are assigned priorities based on the corresponding
topic. The flow-controller thread processes messages in descending order of priority, ensuring that higher priority messages are handled first.
This prioritization mechanism is crucial for scenarios where certain data requires expedited delivery due to its critical nature.

Rule 8. FIF0 (F) policy (async-mode). The FIFO policy dictates that messages are handled in the order they arrive, maintaining a strict
first-in-first-out processing order.

Rule 9. ROUND-ROBIN (RR) policy (async-mode). The ROUND-ROBIN (RR) policy introduces a balanced approach where the flow-
controller thread handles one message per topic in a round-robin fashion, following the order specified by the priority value. Messages related
to the same topic are processed in a FIFO manner.

Rule 10. Work-conservation. Both flow-controller and listener threads operate under a work-conservation principle. They remain active
and continue processing messages as long as there are messages to be served.

It is important to note that Rule 1 is mutually exclusive with Rules 2 and 3, which pertain to synchronous and asynchronous
modes, respectively, since a publisher can operate in only one sending mode at a time. Additionally, Rules 6-9 apply only in the
context of the asynchronous sending mode.

The model and the above behavioral rules were derived with a deep inspection of the FastDDS documentation and source code
(GitHub repository [42]). To corroborate our findings with empirical evidence, we performed several experiments to figure out the
interactions between threads by focusing on shared data structures and condition variables. To this end, an application composed
of three publishers and one subscriber exchanging data over three topics was executed on two machines running Ubuntu 20.04 and
interconnected through a point-to-point Ethernet link.

Furthermore, we designed ad-hoc experiments to corroborate the behavior of the three scheduling policies of the flow-controller.
In each experiment, the subscriber is subscribed to three topics (6, 8,, 6;) on which each publisher publishes three messages over
one of the topics. Each message payload contains the timestamp of the moment when it is sent on the network. Publishers and the
subscriber run on different machines, exchanging data by means of a UDP-based network.

4.3. Model validation

FIFO policy. First, the flow-controller was configured to work with the FIF0 policy. To corroborate Rule 8, we checked that, at the
subscriber (listener) side, messages were received from the oldest timestamp to the most recent one. Fig. 7 (A) shows the result of
this experiment: the sequence of messages sent over the network by the flow-controller are in FIFO order as the order observed by
the sender and the receiver corresponds?

2 In principle, it would have been possible to observe out-of-order delivery due to data streams following multiple paths through the network,
poorly configured queuing along the path, and the lack of flow control mechanisms in UDP protocol [43]. Our experiment leveraged a point-to-point
connection to mitigate the issue.

10
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Fig. 8. Validation experiments for R9 rule.

HIGH_PRIORITY policy. A similar experiment was performed to check the behavior of the HIGH_PRIORITY policy (Rule 7). In this
experiment, each topic is assigned to a priority. Topic 6, is assigned to priority 1, which is the highest of this configuration. #; and
65 are both assigned to priority 2. Fig. 7 (B) shows the results of this experiment. As expected, messages related to topic 6, (with the
highest priority) were sent first on the network, while the messages related to the topics with the same priority were handled in FIFO
order.

ROUND-ROBIN policy. ROUND-ROBIN policy behavior has been tested through the same experiment used for the HIGH_PRIORITY policy.
However, topics are assigned to a priority such that lower topic subscript identifiers indicate higher priority values. In this case,
the priority values specify the starting sending order. In Fig. 8, we can observe that messages are sent over the network following a
circular pattern, starting from the highest-priority topic 6;. Considering the messages of any of the topics, messages are always sent
following a first-in-first-out order, corroborating Rule 9.

Non-preemptiveness. We checked the non-preemptiveness (Rule 6) of the sending operation performed by a flow controller, mod-
ifying the previous experiment. Referring to Fig. 7 (B), when the last message related to topic 6; has already been extracted from
the pending message queue, we manually injected, by modifying the source code, a new higher-priority message (i.e., m; related to
topic 6,) in the queue, as shown in Fig. 7 (C). Even if the new message should be processed first according to the priority order,
the flow-controller thread waits until the current message was sent, before processing the highest-priority one, thus exhibiting a
non-preemptive behavior.

5. Response-time analysis

In this section, we first provide bounds for the DDL of each message, considering the FIFO, fixed priority, and round-robin
scheduling policies under both synchronous and asynchronous communications (Section 5.2). In Section 5.3, we outline how to
integrate the analysis in Section 5.2 with the executor-based ROS2 analysis presented by Casini et al. in [10]. In Section 5.4, we
show how to build upon the DDL analysis to bound the end-to-end latency of a chain of threads. Finally, we address arrival-curve
propagation under both synchronous and asynchronous sending modes (Section 5.5) and discuss the applicability of our approach
(Section 5.6).

5.1. Message data-delivery latency in a subchain

Fig. 9 illustrates the FastDDS instance of the compositional model, summarizing the message path from a publisher to a subscriber
in both synchronous and asynchronous modes, within a subchain. In asynchronous mode, once the publisher thread prepares new
data for transmission, the data is queued in a queue of pending messages handled by the flow controller thread, which then sends the
messages through the network, according to one of the sending policies (F, HP, RR). Conversely, in synchronous mode, the publisher

11
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Fig. 9. Subchain data path and arrival curve propagation.

directly sends data over the network, for each topic at a time. When the listener thread receives the message, it processes and delivers
it to the user-level subscriber thread.

To bound the DDL of an arbitrary message m_, we provide worst-case response-time bounds for the publisher and for each message
in listener threads for synchronous mode, or within the flow-controller and listener threads for asynchronous mode.

The worst-case response time of a message m, in a middleware thread 7!, where € { f,}, is the maximum time from the release of
the message instance in the thread to the completion of its processing. Similarly, in synchronous mode, the worst-case response time
of a publisher thread is the longest time span from the release of the publisher thread instance to the completion of all synchronous
sending operations, denoted by R(rf ).

We denote the response-time bounds for message m in the flow-controller thread rf( and listener thread le by Rfc(m ) and Rly(m s
respectively. When the specific middleware-level thread is clear from the context, we simplify the notation to R(m,). Please, note that
all involved threads can be allocated to arbitrary cores. The only restriction is due to DDS-specific allocation constraints, i.e., each
publisher (resp. subscriber) thread and the referred flow controller, if any, (resp., listener) threads must be allocated to the same
machine. The analysis leverages the arrival curves of messages at the flow-controller and listener threads, as detailed in Section 5.5
for both synchronous and asynchronous cases.

Following CPA [18] and Rules 2-5, the DDL for an asynchronous subchain L _(£7*"*°) and an arbitrary message m, is bounded by
the sum of the worst-case delays in the flow-controller and listener threads r£ and ryl, respectively, plus the network delay from v, to
v;, where v, and v; are the machines in which the publisher and the subscriber are allocated to, respectively:

net

L_(E%7) = RE(m,) + RL(m,) + 5,5 (m.). €h)

Under Rules 1, 4, and 5, the DDL of a synchronous subchain Lz(fzync) for an arbitrary message m, is bounded by the sum of the

worst-case delays in publisher and listener threads rf.’ and rly, respectively, and the network from v, to v;:

L") = R(D)+ R\ (m) + 6.5 (m,). )

net
For each thread 7, € I'y; \ Iy, the symbol rbf;(A) denotes its request-bound function (RBF). The RBF bounds the maximum processor
time required by 7, within any interval of length A, given by rbf(A) = 5/(A) - ¢;, with t € {p, s} [10,44]. The sum of the request-bound
functions for an arbitrary set of threads I'" is denoted as RBF(I",A) = Y, .y rbf 5(A).
J

5.2. Response-time analysis for a Fast-DDS message

We start bounding the DDL of messages: to this end, we first introduce some definitions.

Definitions. To bound the worst-case response time of a message m_ processed by a middleware thread 7!, where ¢ € {f, !}, or simply
7,, if the type is not needed or clear from the context, we first report the sources of interference and their corresponding bounds. We
begin with thread-level interference, influenced by higher-priority non-middleware threads running on the same core.

Definition 3 (Thread-level Interference). The thread-level interference I }f}fead(A) is an upper bound on the delay suffered by m,
while being pending in a middleware thread 7, € I“fn w during any time interval A, due to non-middleware threads r; € I“‘;H \rfnw
allocated on the same core ¢, .

Other sources of interference arise from messages: (i) messages handled in higher-priority middleware threads on the same core
(inter-thread message interference), and (ii) messages handled within the same middleware thread z; (intra-thread message interference).

Definition 4 (Inter-Thread Message Interference). For 7, € F’;l ., handling a pending instance of the message m,, the expression
Iif‘;‘er(A) bounds the delay experienced by m, during any time interval A due to higher-priority middleware threads T, € hpk (z) on
core ¢, processing other messages.

Definition 5 (Intra-Thread Message Interference). The intra-thread message interference / ﬁ,“z“a(A) bounds the delay suffered by
m,, during any time interval of length A due to messages processed within the same middleware thread r, € X  while m, is pending.
Note that Definition 5 includes interference from both other messages m, # m, and earlier-issued instances of m, itself (i.e., self-
interference).

Policy-independent bounds. We leverage these definitions and derive a general response-time bound for a message in middleware-
level threads applicable to both flow-controller and listener threads within a subchain. We first establish bounds for thread-level
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and inter-thread message interference, which are invariant under the middleware’s scheduling policy. The first Lemma 1 bounds the
number of pending message instances in a middleware-level thread.

Lemma 1. Let R(m,) be a response-time bound for m_ in an arbitrary middle-ware-level thread 7,. In any interval of length A, there are at
most n_ (A + R(m,) — €) pending instances of m, in ;.

Proof. Consider an arbitrary interval [7,7 + A), with A > 0. First, note that instances of m, released at or after 7 + A are not pending
in [7,7+ A). Note that 5_,(A + R(m.) — ¢) counts all the instances released in (7 — R(m.),7 + A), which has length A + R(m_) —¢. By
contradiction, assume there are more than 7, (A + R(m,) — ¢) pending instances in 7,. Then it means there exists an instance of m,

released at or before f— R(m .) that is still pending in [7,7 + A). This leads to a contradiction because Ti(mz) is a response-time bound
form,. O

Lemma 1 provides a means to derive a response-time bound for m,. However, it relies on a pre-existing response-time bound
R(m), thereby introducing a circular dependency. This notation for pre-existing bounds is also employed in subsequent results. To
resolve this dependency, standard real-time analysis techniques [18] employ an outer response-time analysis loop. Initially, R(m,)
is set to 0, and a response-time estimate is derived iteratively, updating ﬁ(mz) until a global fixed-point is achieved. Convergence is
guaranteed since response-time estimates never decrease [18]. Further details are provided in Section 5.6.

Next, Lemma 2 bounds the thread-level interference.

Lemma 2. Let ; be a thread handling an instance of message m, (either as flow-controller or listener thread) running on c,. In any interval
of length A, the corresponding thread-level interference is bounded by

1thread(A) £ RBF (ngf, (7)), A). ©

Proof. By definition, the thread-level interference involves all non-middleware threads with a higher priority than z,. These threads
are contained into the set hp‘;h (z,). The lemma follows by noting that RBF(hp’;rh(r,.), A) sums all terms rbf,(A) due to each 7, €
hpl;t (7)), where each term rbf;,(A) bounds the individual demand due to 7, in any interval of length A > 0. O

Next, we analyze the interference caused by messages. Prior to this, we establish a bound on the delay due to each message
processed by a flow-controller or listener thread.

Lemma 3. The delay due to a single instance of an interfering message m, in a middleware-level thread 7' € T, is bounded by

5;(mz)é{6f(mz)'Nnd7(mz) l:ft:f,

4
& (my) ift=1L 4

Proof. Recall that the delay due to an instance of message m, is equal to &(m,) for a flow-controller thread and &(m,) for a listener
thread. By Rule 3, for each instance of a message m, sent by a publisher, the flow controller sends N (m,) copies towards subscribers.
This leads to a delay of 6%(m,) - Ny, (m.), proving the first branch of Eq. (4). The second branch follows by noting that, due to Rule
5, for each message instance processed by the listener only one message instance at a time is forwarded to the subscriber. O

Building on the previous result, Lemma 4 bounds the inter-thread message interference experienced by the message m, under
analysis.

Lemma 4. Consider a message m, in a middleware-level thread t! € ™. Let ﬁ;(m,) be a response-time bound for m, in an arbitrary
middleware-level thread s hgl,‘nw(r,.‘). In any window of length A > 0, the inter-thread message interference of an instance of m_ is bounded
by:
. —t .
ey Y Y g A+ R m)—e)- 8 m,)., with t €{f, 1. )
T; eh]{,(nw(rf)mr ETjt

Proof. By definition, / }Eter(A) includes all the interference due to messages in other middleware level threads r} [S hpfnw(rf) on the
same core ¢, . The first summation sums over all such threads, and the second over all messages handled by each thread. The lemma

follows by recalling that, by Lemmas 1 and 3, each of such messages contributes with at most n”.(A + R;.(m,) — ¢) instances, each one
with a delay of at most 6; (m,). O

Policy-dependent bounds. We now introduce the bounds on the intra-thread message interference, which vary based on the schedul-
ing message policy applied in the middleware-level thread. Prior to this discussion, we establish the limit on self-interfering instances
for a message in Lemma 5.

Lemma 5. Let R(m,) be a response-time bound for m , in an arbitrary middle-ware-level thread 7, € I'yy,. In any interval of length A, the
number of self-interfering instances to an arbitrary instance of m, in z, € Iy, is bounded by

si (m,, A) £ max(0, n,.(A+ R(m,)—¢)—1). (6)

Proof. The lemma follows from Lemma 1 by noting that only pending instances of m, can cause self-interference in the interval
[7,7 + A), with A > 0, excluding the message instance under analysis, and noting that the number of self-interfering instances cannot
be negative. O
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The accuracy of the self-interference bound can be enhanced by exploring a broader range of message release times within a
busy window [10]. However, this increases the complexity of the analysis and demands more computational time. This possible
enhancement will be considered in future work.

HIGH_PRIORITY policy. Under this policy, each instance of the message m, being analyzed may experience delays due to: (i) low-
priority messages, caused by non-preemptive message dispatching (Rule 7); (ii) equal-priority messages enqueued earlier and thus
prioritized by the FIFO tie-breaking; and (iii) higher-priority messages. Let I }.i(A), T i‘;(A), and I ?E(A) be the interference bounds for

(i), (ii), and (iii), respectively, such that / ;‘.ffra(A) £y ii(A) + IEE(A) +1 ?E(A). We begin by bounding 1 ,.EE(A) in Lemma 6.

Lemma 6. All the delays that may contribute to the intra-thread message interference of an instance of m, that is pending in a middleware-
level thread 7 € T, during any interval of length A and due to messages with same priority, are contained into the multiset®

DTP(A) = L—IJ {8%(m,)} ®7,;(A), witht € {f,1} 7
m.Eep;(m;)
where
_ A siy(my, A) ifz:r,
(A) = _ 8
Tri(8) { n (A + RZ(m,) —¢) otherwise, ®

—t
where 5i(m,) is given by Lemma 3 and R,(m,) is a response-time bound for m, in z'.

Proof. First, note that delays due to intra-thread message interference to an instance of message m, from messages with the same
priority in a middleware-level thread 7! are due to other messages m, € ep;(m,) in the queue of the same thread. By Lemma 3, each
message contributes with a delay of at most 6/(m,). By Lemma 5, m_ can contribute with up to si;(m_, A) interfering message instances.
The lemma follows by noting that other messages can interfere only if they are pending in the same middleware-level thread, with
up to 7, (A + E:(m,) —¢) due to Lemma 1. O

Hereafter, the notation X(x, M) represents the sum of the x largest elements in the multiset M. If M contains fewer than x elements,
the sum includes all elements in M.

Lemma?7. Let j be the priority of message m,. Consider an instance of m, that is pending in a middleware-level thread =} € T, , that uses
the HIGH_PRIORITY policy and an arbitrary time window of length A. It holds

I7.8) £ 2(M™ - 1,DF (). ©

Proof.

By definition, the jth priority queue of | has size M ?P’j . Therefore, at most M?P‘j — 1 message instances with same priority can
interfere with the one under analysis. By Lemma 6, the delays of message instances with same priority that may contribute to the
intra-thread interference of m, are contained into the multiset Diep(A). Hence X(M ?P’j - l,Diep (A)) bounds the intra-thread interference
generated by messages with the same priority of m,. [

Next, we report the bound related to the intra-thread interference due to messages with lower priority, which occurs since each
message is handled in a non-preemptive manner [33,45], (Rule 6), locally to each thread.

Lemma 8. Consider an instance of a message m., in a middleware-level thread using the HIGH_PRIORITYpolicy =} € T, and a time window
of length A. It holds

I?Z(A) 2 max )5;(”’»5 witht = f. 10)

m,.€lp; (m;
Proof. Low-priority messages can contribute with at most one instance due to the non-preemptive handling of messages (Rule 7).
The corresponding delay can be at most equal to the longest delay & (m,), yielding the bound 1 ?JZ(A). O

Unlike equal-priority messages (Lemma 7), the bound for higher-priority messages cannot depend on message queue sizes. This
is because the message under analysis is queued in a different queue. Therefore, the bound only relies on the message arrival curves
of the middleware-level thread being considered. The following Lemma 9 provides a bound on the intra-thread interference caused
by higher-priority messages.

Lemma 9. Consider an instance of a message m in a middleware-level thread using the HIGH_PRIORITYpolicy =} € T, and a time window
of length A. Let ﬁ: (m, ) be a response-time bound for a higher priority message m, in , it holds
—t .
I?_i(A) ) Z r]r’i(A + R, (m,)—¢€)- 5:, (m,), with t = f. an
m.€hp;(my)
Proof. Higher-priority messages can interfere with all instances that are pending in an arbitrary interval [7,7 + A). By Lemma 1, the
—

number of such instances is bounded by 7, ,(A + R (m,) — €), each one delaying for up to &;(m,). O

3 The operator ¥ denotes the union of multisets, e.g., {3,3} w {6,2} = {3,3,6,2}, and the product operator ® multiplies the number of instances
of each element in the multiset, e.g., {1,4} ® 2 = {1,1,4,4}.
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FIFO policy. Under the FIFO policy, all messages of a middleware-level thread <! are handled in a single queue of size M. Since the
tie-breaking policy for messages with equal priority under HIGH_PRIORITY is FIFO too, intra-thread message interference I"""(A) can

be bounded as /;°(A) in Lemma 7, but considering M in place of M!"/, and using 7! in the union of Lemma 6 instead of ep,(m,).

RR policy. Under the RR policy, instances of a message m, related to a given topic 6, in a middleware-level thread 7! are handled
in a queue of messages q; , of size M ?R’Z; the flow-controller processes one instance of a message per queue, in circular order. The
order leveraged by the round-robin cycle is defined by topic priorities: it starts from the topic with highest priority, and proceeds in
priority order of topics. Hence, each instance of m, under analysis can be delayed by: (i) instances of other messages m, related to
different topics 6, # 6, causing delay due to round-robin message handling (Rule 9), and (ii) other, previously released, instances of
m, related to the same topic 0., enqueued before the instance under analysis and thus being prioritized by the FIFO tie-break (Rule
9). We define

mayE Y Ik (12)

0 E@(‘rlt,)

as the interference bound for (i) and (ii), so that I ﬁf“z“a(A) Ay ffz(A), where [ f.fz(A) represents the interference due to the processing of
a message my, related to the topic 6, on the message m, under analysis and it is bounded by the following Lemma 10.

Lemma 10. Consider an instance of a message m_ related to topic 8 (with priority z ) in a middleware-level thread using the ROUND-ROBIN
policy 7t eI, and a time window of length A. Let m, representing the message related to topic 6, (with priority =) and ﬁi(mz) be a
response-time bound for the message m, in ., then it holds

¥ () 2 min(MF — x.77, (8)) - 8{(m)) a3
where

T (8) 2 max (0,7, (A + R (m.) — ) — x[) as
with

{0 o

Proof. By definition, the queue g; , for a topic 6, has a size of M ?R’k. We can distinguish three cases.

1. Self-interference due to messages in the queue of the same topic, i.e., 6, = 0, — r, = z,. By Lemma 5 self-interfering message
—t
instances can contribute with up to max(0,1,, (A + R,(m;) — €) — 1) instances. When considering the message m_ under analysis, the

term xj is equal to 1 (Eq. (15)) since z; = #,. Hence, since z, = 7, then x} =1, and (D) 2 max(0, nk,i(A + EZ(’"Z) —€)—xp)=
max(0, 7, (A + ﬁ:(mz) —¢€) — 1). It follows that 7, ; (A) is valid bound on the number of self-interfering message instances.

Orthogonally, recalling that the queue ¢, , in which the instance of the message under analysis m, is enqueued has size I\/[iRR'Z,
at most M,.RR’Z — 1 instances can self-interfere. Thus, since z;, = x, then x;= 1, and the term min(]\/[,.m‘Z = 1,7,,(4)) of Eq. (13)
bounds the number of self-interference instances for m_: since both operands are valid bounds, the minimum of the two is a
valid bound, too. Recalling that M ?R’Z contains messages of the same size and all characterized by the same z3i’(m .), it holds that
min(M, ,.RR‘Z - 1,7,,(A)- 8/(m;) bounds the interference due to the processing of other message instances of the same message in the
queue g; ..

2. Interference due to instances of messages m, of topic 6, with lower priority than 6, under analysis, i.e., 7, < x,.

Interfering messages can interfere with all instances that are pending in an arbitrary interval [7,7 + A). By Lemma 1, the number
of such instances is bounded by (A +§:(m ,) —€). However, due to the priority-ordered round-robin handling of the queues,
the queue ¢, , of the message under analysis is being served first; hence, in the round-robin cycle in which the message under
analysis is served, messages from lower priority topics do not interfere because the queue in which the message under analysis is
contained is queried first. This is captured by x; = 1 for this case (Eq. (15)), and the bound becomes 7, ,(A + ﬁ?(mz) —-e)—1).

Thus, merging the two above considerations with the fact that the number of interfering instances cannot be negative, similar
to the self-interference case, the instances of m, that may contribute to interference with m , is bounded by 77, ,(A) 2 max(0, 5 (A F

R,(m,) - ¢) — x1) = max(0,n, (A + R, (m,) — &) - 1).

For the same reason, since the queue g, , has a size of M ?R”‘, my can interfere with at most M"** — 1 instances. Therefore, sim-
ilarly to the previous case, the term min(M ?R’k = L7, ,(Q)) - 8i(my) of Eq. (13) bounds the interference for m, due to the processing
of messages belonging to a lower-priority queue g, ;.

3. Interference due to instances of messages m, of topic 6, with higher priority than 6, under analysis, i.e., 7, > z,. The
bound follows analogously to the previous case, but, since the priority of g; is higher than ¢, ,, all the pending message in-

. . —t . . -
stances from ¢, ; can interfere, i.e., n, (A + R,(m_) — ¢) and M:.’“R’k, following the two orthogonal reasoning discussed before. Then,

min(M,.RR’k

also the bound of Eq. (13) is valid, because min(M™* — x2,7, (4)) - 6/(m)) = min(M™* — x*, max(0,, ,(A + R (m,) — €) — x1)) -

—
,max(0,7, (A + R;(m;) — ¢€))) is a valid bound on the number of interfering instances in this case. Since (z; > 7.), x; =0,

8i(my) = min(M™*, max(0, 7 PO +72:.(mz) —€)) - 8(my).
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The lemma follows. [

With Lemmas 7, 8, 9, and 10 in place, we have all the interference components to instantiate a response-time bound under all
the policies (i.e., FIFO, HIGH_PRIORITY, and ROUND-ROBIN), which we describe later in Theorem 12.

Response-time bound. We consider a two-step approach to derive the respon-se-time bound. First, a bound for the start time of an
arbitrary message instance m/, is provided. This represents the time when the middleware-level thread begins to non-preemptively
process m/, within the scope of the thread under consideration. However, it is important to note that m/, may still experience interfer-
ence from higher-priority threads, both at the thread level and between threads. Next, the response time is computed by leveraging
the previously established start-time bound. This is based on the principle that once m/, begins to be processed, it will not encounter
any intra-thread message interference. Theorem 11 provides a bound for the start time of an arbitrary message instance m/, within a
middleware-level thread z,.

Theorem 11. Consider an arbitrary instance m, of message m, running in a middleware-level thread z, released at a time A. If S* is the
least positive solution (if any) of the following inequality

sbfi(S*) > e+ IMra(s™) 4 [hread (§%) 4 pinter(g*), (16)
then m/, starts being processed in the middleware-level thread no later than time A + .S*.

Proof. By Lemmas 2 and 4, I threald(S*) and I irlter(S*) bound the thread-level and inter-thread message interference, respectively.
The intra-thread message interference is bounded by I mtra(S*) due to Lemmas 7, 8 and 9, if the middleware-level thread adopts the
HIGH_PRIORITY policy, Lemma 7 (slightly modified as suggested above) if the FIFO policy is used, or Lemma 10 if ROUND-ROBIN is
used. If S* satisfies Eq. (16), then the service time sbf,(S*) supplied by core ¢ in any interval of length S* is enough to satisfy
the computational demand of the whole interference to m, in the same interval. Therefore, being the middleware-level thread work-
conserving (Rule 10), m!_ starts being served in the middleware-level thread no later than time A + .5* and the theorem follows. [

Finally, Theorem 12 provides a response-time bound R*.

Theorem 12. Consider an arbitrary instance m/, of message m, processed by a middleware-level thread 7! released at a time A. If S* is
defined as in Theorem 11 and R* is the least positive solution (if any) of the following inequality

sbf (RY) 2 € + IM(s*) + [Pread () 4 [Mr(R*) + 5 (m), 17
then m!, completes no later than A + R*.

Proof. By Theorem 11, n, starts being served no later than time A + S*. After that, due to Rule 6, it starts being processed non-
preemptively in the middleware-level thread, and it does not suffer intra-thread interference anymore. Hence, I ;f‘zt‘a(S*) bounds the
overall intra-thread interference suffered by n, in [4, A + R*). Inter-thread and thread-level interference in the same interval are
bounded by I lnter(R )and I threa‘jl(R ), respectlvely If R* satisfies Eq. (17), then the service time sbf; (R*) supphed by core ¢, in any
interval of length R* is enough to satisfy the computational demand of the whole interference suffered by m’, plus the time &;(m,) to
process m!, itself. Hence, the theorem follows. O

The response-time bound for the listener thread, denoted as R’y (m,), is essential for calculating the DDL in both the asynchronous
(Eq. (1)) and synchronous (Eq. (2)) scenarios. This bound can be determined using the results presented in this section by applying the
FIFO policy. Conversely, the response-time bound for the flow-controller thread, denoted as R/ (m,), is required solely for computing
the DDL through Eq. (1) for an asynchronous subchain. The theorems provided in this section can be utilized to find the response-time
bound for the flow-controller, considering any of the three scheduling policies: HIGH_PRIORITY, FIFO, or ROUND-ROBIN. Finally, the
worst-case response time for the publisher thread, represented as R(rf.’), is necessary for the calculation of the DDL (Eq. (2)) for a
synchronous subchain, where e*”" is considered as the WCET for the publisher. Specifically, note that the response-time bound for
publishers and subscribers can be derived either i) with standard methods for response-time analysis under preemptive fixed-priority
scheduling [46] for non-ROS2-systems or ii) integrating the state-of-the-art executor-based real-time analysis for ROS2-based systems
(e.g., [10]) with the results reported in this section. The next Section 5.3 discusses on this integration.

5.3. Analysis integration with executor-based ROS2 analysis

As already introduced in Section 2.3, in ROS2-based systems, publisher and subscriber activities are handled within callbacks.
These callbacks are then scheduled by the executor following a ROS2 specific policy.

We next discuss how to integrate our DDS analysis with the ROS2 analysis in [10], which is seamlessly compatible with our
analysis. Indeed, likewise our work, the analysis in [10] is based on the CPA framework, through which a complex ROS callback
graph is analyzed by computing individual worst-case response-time bounds for each callback of the graph. Specifically, the authors
of that paper investigated callback scheduling behavior within a single-threaded executor and used resource reservation to model its
resource availability.

5.3.1. Summary of the analysis in [10].
The analysis in [10] builds upon the concepts of quiet time and busy window (also called busy period), which are defined as
follows.
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* A time 7 is a quiet time with respect to an executor and a callback c; if there is no pending instance of any other callback c; that
can potentially interfere with ¢, arrived prior to 1.

¢ A time interval [r,,1,) is a busy window for an executor and a callback ¢; if and only if 7; and ¢, are quiet times and there is no
quiet time in between #; and ¢,.

Considering a generic callback ¢; having a worst-case execution time equal to ¢;, the following recurrent equation, from [10],
sbfi(A+ Ri(A) =rbfi(A+ 1)+ RBF(C, \ ¢;; A+ RI(A) — ¢ + 1), (18)

is used to bound the response time R}(A) experienced by the callback ¢; € C, released at time A > 0 (relative to the beginning of the
current busy window), where:

e C, is the set of all callbacks allocated to the kth executor.

e The term sbf, (A) represents the minimum amount of service provided by the executor (which is included in a reservation server
in [10]) in an interval of length A.

The term rbf;(A) =n;(A) - e; for a callback ¢; defines the request-bound function denoting the maximum amount of processor
service required by callback instances released in an interval of length A.

Term rbf;(A + 1) in the equation represents the self-interference from other instances of the same callback, released before the
time A in which the instance under analysis is released.

Finally, the term RBF(C* A) = ch cc+ rbf;(A) denotes the total request-bound function of a given set of callbacks in a given
interval of length A.

Then, the worst-case response time of the callback is bounded by
R; = max{R(A)| A >0}. (19)

Eq. (19) requires checking an unbounded number of possible release offsets A. To use it to practically compute a response time
bound both a bound on the analysis interval and a reduction of the search space size are required. The search space is bounded and
discretized in Section 5.3 of [10] by Lemmas 6 and 7, respectively.

Next, we outline two key aspects to be examined for integrating ROS2 timing analysis with DDS analysis: (i) how DDS threads
scheduling influence the response time of callbacks executed by the ROS2 executor, and (ii) how the ROS executor callback processing
affects the timing of DDS messages.

5.3.2. Integration with the DDS analysis

DDS message influence on ROS2 callbacks - aspect (i).

We start discussing how to bound the response time of a ROS2 callback when including the DDS-specific aspects. In our analysis,
we consider the case where at most one executor thread is assigned to each core ¢, in the system and no resource reservation algorithm
is used, i.e., the supply provided by the core to the executor is equal to the available time, i.e., sbf,(A) = A. However, since in our
case executors are not isolated in a reservation, callbacks processed by an executor may experience additional interference for other
higher-priority threads in the system. Specifically, we integrated Eq. (18) to include i) a term I'™¢"(A), representing the Inter-Thread
Message Interference (see Definition 4), and ii) a term Ithr¢2d(A) (see Definition 3). The former term accounts for the impact due to the
processing of DDS messages handled by middleware-level threads with higher priority than that of the executor where the callback
under analysis is being executed. This interference is bounded by Lemma 4 provided in this paper. Term 1™re2d(A) still represents the
interference due to other higher-priority non-middleware threads. Hence, the response-time equation now becomes:

A+ RY(A) = rbfi(A+ 1)+ RBF(G, \ ¢;, A+ R (A) — ¢; + 1) + I™T(A + R¥ (A)) + 1""39(4 + R*(A)). (20)

When bounding the analysis interval of possible release times A of each callback, the additional interference due to the aforementioned
terms leads to a longer busy window. As a result, the Lemma 6 from [10], which provides an upper-bound on the length of the analysis
window, denoted as L*, must be modified to include both Iinter(A) and rthread(A) terms. This change increases the length of the busy
window and, consequently, the number of release points A > 0 that need to be checked. However, Lemma 7 from [10] remains
unchanged, since it does not depend on the new interference parameters I'™f(A) and Ithread(A). Notably, this lemma is concerned
with the activation discontinuity of the callback under analysis and the length of the busy window. In fact, it excludes all the release
points A where the request bound function of the callback does not change, i.e., rbf;(A+ 1) = rbf;(A), with 0 < A < L*.

ROS2 callbacks influence on DDS messages - aspect (ii).

We now discuss a different aspect: how the interference due to the executor thread of ROS2 can delay the DDS messages. Specifi-
cally, the term I [f‘z‘read(A) (bounded by our Lemma 2) must be slightly modified to account for the interference caused by any callback
¢; executed within an executor with higher priority than the middleware-level thread 7} processing the message m, under analysis,
in a specific core ¢;. If the set HPibk(r‘.’) denotes the set of such callbacks, the term I }f;‘ead(A) now becomes as follows:

1hred(p) 2 RBF(hpk, (z1) U HPKT!), A).

The modified Iit};’e"‘d(A) now also accounts for all the interference due to the processing of all the callbacks in the system, if the
executor allocated to the same core has higher priority than the DDS thread in which the DDS message is processed.
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Fig. 10. Latencies within a chain composed of an asynchronous subchain and a synchronous subchain.

With these modifications in place, a ROS2-based system can be analyzed, taking into account the relevant timing effects associated
with DDS message processing.

So far, we have shown how to integrate our results with an analysis for a single-threaded ROS2 executor. To the best of records,
this is the first attempt in the literature to unify the two approaches. The same can be done for the case of multi-threaded ROS2
executors (e.g., as the one proposed by Jiang et al. in [47]). However, this would require some additional effort that goes beyond
the scope of this work. For example, this would require: i) extending the higher-priority callback set HPib" (r}), to include the correct
interfering callbacks managed by a thread of the multi-threaded executor, and ii) incorporating our DDS interference terms /inter(A)
and 1tread(A) into the response-time bound for each callback, similar as we shown for the single-threaded case in the Eq. (20). In the
light of these observations, we leave the formal integration of our results in this context as future work.

In the following section, we show how this approach can be extended to perform end-to-end response time analysis for thread
chains under DDS communications.

5.4. End-to-end latency analysis

With the compositional approach of CPA [18], extending the subchain response-time analysis (described in Section 5.2) to the
analysis of the end-to-end latency of thread chains requires a few steps. First, within a subchain &/, the maximum DDL value among
all those of the messages sent by a publisher 7, ¢, is computed as:

L™ = (L)) @1

max

v, €0(1,).¥m,EM(6,)

Then, starting from the Eq. (21), we derive the individual latency Lindg ) for a subchain & - Although its precise definition depends
on whether the subchain ¢, is asynchronous or synchronous, we can still give a type-agnostic definition. Namely, the individual latency
Lindg ) of asubchain ¢ is the longest time span elapsed between the release of the publisher thread 7P of the subchain ¢, to when
the subscriber thread r; of the same subchain ¢, completes.

For the case of an asynchronous subchain £;*", the latency is obtained by summing up the term L™a%(£*V") and the WCRT of
the publisher r,P and subscriber r;, within the subchain.

¥2¢ the WCRT of the subscriber 7% is added to L™ (£57"). Overall, it holds

Similarly, for the synchronous subchain &,

Liﬂd(fq) _ {LmaX(éq) + R(‘rip) + R(z%) async-mode; 22)

L™ )+ R(7)) sync-mode.

In turn, the overall end-to-end latency L°%¢(y,) of the thread chain y, can be bounded by summing the individual latencies of each
subchain éq €y, [18].

However, since two consecutive subchains {& S ) are linked by a subscriber rj €, that also acts as a publisher for the subchain
.qu , the WCRT of ‘L'/.S is included twice in the calcution of the individual latency of the two subchains: once for §q, as a subscriber,
and once for ¢,-asa publisher (please refer to Fig. 10 that should clarify this aspect).

Therefore, to accurately compute the end-to-end latency, the WCRT of each subscriber linking two subchains must be subtracted
from the total of the individual latencies of the subchains, i.e.,

L=y = Y L"¢E) - ) RG) (23)

=7 rje(l"p NCsNyk}
5.5. Arrival-curve propagation

All the results derived in the previous section are based on the knowledge of the arrival curves of the various threads in the
system. Using the standard arrival curve propagation approach of CPA [18], they can be derived from the arrival curves rf(A)
of source publisher threads TF, response-time bounds, and network propagation delay, if any, in the path from the source to the
destination. As discussed in Section 4, a message m, (<}, 0 ;) is identified by its publisher 7P and topic 0 ;. Furthermore, the per-message
arrival curve depends on the number of messages u{ published by each instance of the publisher to ;. The arrival curve propagation
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process is shown in Fig. 9, for both asynchronous and synchronous cases. Under the asynchronous case, the first step is to compute
the arrival curve of a message m, in the flow-controller thread ch starting from the arrival curve of its publisher and the number of
message instances sent in each publisher instance to 6;. This can be computed as:

nt(8) = (A + R(T) =€) - w), 24

where ﬁ(r})) is a response-time bound for the publisher thread, derived as described in Section 5.2. As shown in Fig. 9, the message

then passes through the network, with a delay 6:’;’? (m,), and it is received by the listener thread rly. Depending on the type of the

publishing process, the arrival curve of a message within the listener thread is hence computed as:

f —f VisVj .

Ly(A) _ {nZ,X(A -{—_Rx(mz) -t (,Svnet (m;) —€) async-mode; (25)
’ nf(A + R(‘L'IP) + 5nketj(mz) —¢€) sync-mode.

Finally, since a subscriber thread 7 may be subscribed to multiple topics, its arrival curve depends from all the activations due to
all messages related to these topics. In this case, we distinguish two different semantics according to which a subscriber thread can
be activated, similarly to what is referred to as an OR-Activation and an AND-Activation semantics in [18,48]. Intuitively, under
the OR-Activation semantic, a subscriber thread is triggered for each message published to a subscribed topic. Whereas, under the
AND-Activation semantic, a subscriber thread is activated once when at least a message for each subscribed topic has been published.
Hence, the arrival curve of the subscriber thread can be obtained either considering an OR-activation or AND-activation semantics.

For the OR-activation, the curve is derived by summing all the activations due to all messages m, € M(6;), from the topics
0; € G(TZ) to which the thread 12 subscribes to, i.e.,

rw= Y 3 o Aa+Rm)-e. 26)

6;€0(z5) m;EM(0))
Whereas, the derivation of the curve in presence of the AND-activation follows the Lemma 4.2 in [48], equaling the maximum among
all the activations due to all messages m, € M(6;), from the topics §; € @(12) to which the thread TZ subscribes to, i.e.,

n) = [, + R (m,) - o)) @7)

max
V0, €0(z5).Ym, €M(0; )
5.6. Analysis summary and its applicability

We conclude this section by proposing a summary of the analysis and its applicability.

Analysis summary. Algorithm 1 illustrates the method presented in this paper to compute i) the DDL latency of messages within

subchains for both asynchronous and synchronous scenarios (Eqgs. (1) and (2)), and ii) the end-to-end latency of thread chains by means

of the Eq. (23). The pseudo-code defines global variables to store response-time bounds and their candidates for both application-level

threads (or callabcks when targeting ROS2-based systems) and messages handled by middleware-level threads (line 2 and line 5).

To populate these variables, the compuTE_RT_sounps () function is invoked (line 15). Subsequently, the bounds for each published

message m, within the middleware-level threads are computed leveraging the functions REsponseET1MEBounD_FC() (line 25) and
intra

RespoNseETIMEBounD_LisT() line 38). These functions appropriately instantiate [/ iz () as detailed in Section 5.2, while I }f‘;er(A)

and I f};read (A) are defined according to Lemmas 2 and 4, respectively. As explained in Section 5.2, the computation of the response-

time bounds Rf (m,), Rly(mz), R(zD), R(z}) cyclically depends on pre-existing bounds Tii(mz),ﬁly(mz), R(D), ﬁ(rj). This dependency is
resolved by initializing the bounds to zero (lines 9 and 11) and iterating through an outer loop (lines 12-23) until a global fixed-point
is achieved, where Rf( (my) # ﬁi (m,), Rly(mz) #ﬁly(m ,) for each message m,, and R(r?) # ﬁ(rf’), R(z5) # ﬁ(r;)). At each iteration, the
arrival curve propagation process (see Section 5.5) is performed (line 22). Upon completion of compuTE_RT_sounps(), the global
variables are set to the correct response-time bound values. At this stage, the function CompuTeLaTENCIES(), shown at line 44 of
Algorithm 1, is used to compute the subchain DDL of a given message m, according to Egs. (1) or (2), respectively, for asynchronous
and synchronous cases (lines 50 and 52). This computation also considers the message network delay 5:}‘; ’tV’J (m,) between v, (executing
of, for async case, or 7, for sync case) and v, (executing zly). Additionally, this function computes the end-to-end latency of all
thread chains in the system (line 55), as specified in Section 5.4.

Applicability. The analysis strategy we proposed makes our method applicable to several practically useful scenarios.

e Linux - SCHED_FIFO. Our method is naturally suited for analyzing the timing behavior of FastDDS-based applications running
under the SCHED_FIFO scheduling class on Linux, which employs a fixed-priority scheduler that aligns with our model’s assump-
tions. In this scenario, each core fully supplies the scheduled applications, as no reservation-based mechanism is implemented.
Consequently, the supply bound function for a core ¢, is defined as sbf(A) = A, Vk.

e Linux — SCHED_DEADLINE and QNX APS. Utilizing the supply-bound function abstraction, our analysis can also be applied
to systems using the SCHED_DEADLINE scheduler on Linux, which is a reservation-based scheduler. Under SCHED_DEADLINE, each
thread can be temporally isolated by associating it with a budget and period pair [39,41,49]. The definition for sbf; (A) is available
in the literature [37,44,50]. Due to temporal isolation, I E‘Z‘ead (8) = 0and 7infer(A) = 0.
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Algorithm 1 Pseudo-code of the DDL and end-to-end analysis.

1: global variables:

35:
36:

R(z), R(z)), R(z%), RS

VO, €0,m, €M), define:
—f —1
Ri(m,), R\(m), R (m), R (m.)

: function compuTE_RT_BounDs( )
R(P) <0, RGD) 0, R(@) < 0, R() < 0

V6, €0.m, € M®) :

do B B
R(}) « R().R(z}) < R(@)

for 0, €0,m, € M) : do

if ASYNCHRONOUS: then

—f —1
Ri(m) < 0,Ri(m.) < 0,R (m;) < 0,R(m;) < 0

Ei(m )« Rﬁ,(mz),]_(ly(mz) < R\ (m,)

RL(mz) < RESPONSETIMEBOUND_LIST(m,)
perform arrival curve propagation

while no more response-time bounds updates

: function REspoNSETIMEBOUND_FC(m,, FC_SCHED_POL)

switch FC_SCHED_POL do
case HIGH_PRIORITY:

case FIFO:
Set I'MA(A) « IF(A)

case ROUND-ROBIN:
int
Set IMra(A) « [T (A)
Compute S*, compute R* using S*
return R*

37:

38

39:

: function REsPONSETIMEBOUND_LIST(m
Set I"*(A) = I[P(A)

40:

41:
42:

Compute S* compute R* using S*
return R*

43:

44

45:
46:

47:

: function CoMPUTELATENCIES( )
for ., in the systemdo
for ¢ 4 € Yen do

48:

49:
50:
51:
52:

53:
54:

55:

if ASYNCHRONOUS: then
else
L&) <« REP)+5

Compute Lmax(zjq)
Compute Lins(-fq)

Compute L , (v .1

L(&™™) < RL(m) + 6,2 (m,) + R (m,)

P

VeV
net

Set I™Mma(A)  IP(A) + IP,(A) + IW(A)

for 7 €¢,,0, € OG),m_ € M(©)) : do

(m.)+ R (m)

> to store response-time bounds and the corresponding
> candidates for application threads (or callbacks)
> for each message in the system

> to store response-time bounds and
> the corresponding candidates for messages in middleware threads

> for each message in the system:

R(r,P), R(‘rj) « compute bounds for application threads (or callbacks)

> see end of Section 5.2
> for each message in the system

FC_SCHED_POL « sched. policy of the flow-controller handling m,
Ri(mz) — RESPDNSETIMEBDUND_FC(mZ, FC_SCHED_POL)

> see Section 5.5

ep Ip hp
> where I.,(A), I; (A), I, (A)
> are bounded as in Lemmas 7, 8, and 9

> using Lemma 7, with ME in place of M P/ and
> with z{ in the union of Lemma 7 in place of ep,(m,)

> where I T (A)is bounded as in Lemma 10

> Theorem 11 to compute S*, Theorem 12 to compute R*

> using Lemma 7 with M yF in place of M gp’j , and with zi)
> in the union of Lemma 7 in place of ep,(m,)
> Theorem 11 to compute S*, Theorem 12 to compute R*

> to be called after compuTE_RT_BoOUNDS ()
> for each chain in the system

> for each subchain of the chain y,,

> for each message published by 7P

> of the subchain éq

> according to Eq. (21)
> according to Eq. (22)

> according to Eq. (23)
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However, compared with the SCHED_FIFO case, SCHED_DEADLINE poses the additional challenge of finding a proper budget and period
parameters for each reservation (and therefore for each thread), which could be arguably difficult to derive for data-driven threads.
Moreover, our analysis extends to the QNX APS reservation-based scheduler [51,52] by considering only the threads allocated to the
same APS partition as the thread under analysis when deriving I E‘;ead(A) and I }f‘;er(A).

Note on Priority Assignment. Priority assignment for executors, callbacks, and DDS middleware threads is an input of our analysis
and remains a responsibility of the system designer. Our analysis integration, described in Section 5.3, captures all cross-domain
interference regardless of how these priorities are chosen. Hence, our framework assists designers in validating and assessing their
system configurations. Mechanisms for configuring DDS-based systems and setting DDS thread priorities can be found in [53].

Dynamic Discovery Extensions. Although our core model assumes Static Discovery (see Section 4), it can be extended in future
work to consider dynamic scenarios, for example, by modeling discovery messages generated by every DDS participant as a sporadic
publisher with a minimum inter-arrival time equal to the DDS announcement period. The sporadic publisher should then be included
in the arrival-curve propagation and in the interference terms of Section 5.2. Despite that, dynamic systems involve new entities
joining and leaving the system at run-time, mainly following non-deterministic patterns. Therefore, modeling the worst-case for
arrival and leaving events of such entities could further complicate the analysis. This is an interesting direction for future work.

6. Evaluation

This section discusses the experimental results obtained with our response-time analysis, which was implemented by building
upon the pyCPA framework [54]. We propose two sets of experiments to evaluate our analysis: DDS-applications implemented by
Linux threads under SCHED_FIF0 and via ROS2.

The first set includes experiments purely based on FastDDS (v2.14.0 [26]) where the response-times for publishers and subscriber
were computed with standard methods for response-time analysis under preemptive fixed-priority scheduling [46] for non-ROS2-
systems, considering threads scheduled by SCHED_FIFO in Linux. In these experiments, we used a simple FastDDS real application
(Section 6.2) and the WATERS 2019 Challenge benchmark by Bosch (Section 6.3). For the FastDDS application, we compared the
DDL bounds obtained by the analysis under both synchronous and asyncrhonous cases with the empirical values, measured from the
execution on a real platform. For the WATERS 2019 Challenge, we evaluated the analysis bounds to assess the applicabilty of our
analysis to a complex testbed.

With the second set of experiments, we compare the analytical bounds on the end-to-end latency with empirical end-to-end values
(measured from the execution on a real platform) for two case studies based on ROS2 (ROS2 Iron Irwini release [25]). For these
experiments, response-times for publishers and subscribers were computed using the executor-based real-time analysis introduced
in Section 5.3. The first testbed is an ad-hoc ROS2 application (Section 6.4), while the second is based on the well-known Autoware
Reference System (ARS) [17] (Section 6.5), which includes a computation graph from Autoware, a popular open-source, ROS 2-based,
autonomous driving framework [5].

We used an 8-core Dell Optiplex 7070 machine running Ubuntu 20.04 (kernel v6.5.0 with fixed cores frequency at 3G H z) as our
targeted platform to run all the experiments to measure empirical values. The Linux kernel of the platform was configured with the
isolcpus parameter, which allows defining a set of CPUs to be disregarded by the kernel scheduler. In all the experiments performed
by running the DDS on a real system, we isolated these workloads on the set of cores {¢, ¢, ¢5,¢3}.

Before proceeding with the presentation of the results, we report on the experimental methodology we followed to estimate the
analysis parameters.

6.1. Measuring message processing delays

The analysis presented in this work requires to estimate the worst-case delays 6f(m,) and §'(m,) to process a message m, within the
flow-controller and listener threads, respectively. Moreover, for the case of a publisher z; sending data synchronously, the parameter
e;y "¢ depends on the parameter §%(m,), which is also empirically estimated.

The experiments leverage an application purely based on FastDDS, which includes a publisher, its flow-controller, a subscriber,
and its listener. The two application-level threads communicate through a single topic (which is varied to cope with all the message
size of the WATERS Challenge, see Section 6.3), using UDP through the loopback interface. When considering asynchronous mode,
the flow-controller and listener threads were mapped to two different cores with the highest priority to reduce the interference they
can suffer during the experiment. Each message was processed 50000 times by each middleware thread. Middleware threads were
configured to collect data about the execution time of each processed message.

When computing the parameter 6%(m,) under synchronous mode, we modified the previous publisher to send the data syn-
chronously. Then, the publisher thread has been mapped to the highest priority within a core. It has been instrumented to gather
data about the execution time of each message. Again, each message was processed 50000 times by the publisher.

The experiments in the next sections use the maximum observed values for each message payload size as the parameters 6f(m,),
& (m,), and s (m,). For the sake of clarity and ease of reading, we report the message delays in Table 2, for each payload size within
flow-controller (asynchronous case), publisher (synchronous case), and listener.

21



G. Sciangula et al. Internet of Things 36 (2026) 101853

Table 2
Maximum-observed message delays.

Message size [kB] Flow-controller [ms] Listener [ms] Publisher [ms]

1 0.062 0.224 0.098
0.064 0.261 0.172
5 0.099 0.346 0.339
24 0.110 0.459 0.493
500 0.759 1.084 2.046
750 1.067 1.576 2.620
1500 1.433 2.123 3.592
Conf. 1) FIFO policy Conf. 2) HP policy
0
E 4 4
S 2 2
A
0 0
m(61) m(62) m(0s3) m(61) m(62) m(63)
Conf. 3) RR policy Conf. 4) S mode
a 4
E 4
2
A 2
@]
0 i T 0 T 1
m(61) m(62) m(63) m(61) m(62) m(03)

B1 (1) Empirical Latencies [0 (II) Analysis Results

Fig. 11. Results from FastDDS app and analysis related to Configurations 1) - 4).

6.2. Comparing analysis bounds with measured DDLs (pure FastDDS)

In this section, we analyze and compare the bounds on the synchronous and asynchronous DDL policies. For the asynchronous
case, we consider the various scheduling policies.

The FastDDS application involves a publisher thread, r‘l’, paired with its flow-controller thread, rg, and a subscriber thread, 75,
paired with its listener thread, 113. These components exchange data over three distinct topics: 6, 6,, and 05. The messages, denoted
as m(6,), m(6,), and m(6;), all have the same payload size of 1kB. The delay for each message is set according to the measurements
provided in Table 2 for 1kB payloads.

Threads 1‘1’ and 'rg are allocated to the same core, ¢, and are assigned the two highest priorities, with rg having a higher priority
than r‘]) . Meanwhile, 73 and 13' are mapped to cores ¢, and c,, respectively, each with the highest priority on their respective core.
Under asynchronous mode, the publisher thread r’f is configured with execution time e | = 1ms, while, under synchronous mode, the
parameter eiy"c is setas e, + §°(my) + 6°(my) + 6°(m3) which is equal to 1.294ms, being 5°(m;) = §°(m,) = 6°(ms3) = 0.098ms, as reported
in Table 2.

The publisher thread is configured to operate periodically with a 2ms period, which is then characterized by an arrival curve
:1‘1’ (A) = [%]. On the Optiplex platform, the FastDDS application is configured to measure the DDL for each message across 50, 000
samples. We evaluated four different configurations:

¢ Conf. 1: The flow-controller schedules messages using the FIFO policy.

e Conf. 2 and Conf. 3: The flow-controller schedules messages using the HIGH_PRIORITY and ROUND_ROBIN policies, respectively.
In these cases, each topic is assigned a unique priority, with lower topic subscript identifiers indicating higher priority values.

¢ Conf. 4: The publisher directly manages the message-sending operation, enabling synchronous sending mode.

Fig. 11 presents the DDL (y-axis) for each message (x-axis), comparing the measurements with the analytical bounds across all
configurations.

Conf. 1: Under the FIFO policy, each flow-controller message has the potential to interfere with others, leading our analysis to
compute the same DDL bound of 5446us for all messages. When comparing this analytical DDL with the measured values on the
Optiplex platform, it is evident that the measured values do not exceed the bound derived from our analysis, validating our analytical
findings.

Conf. 2: Under the HP policy, both the analytical results and the empirical measurements on the Optiplex platform indicate that
the DDL values are dependent on message priority. This observation empirically demonstrates that higher-priority messages benefit
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Table 3
Table of percentage difference: measurements vs.
analysis bounds.

Message F HP RR S
m(0)) 6.3% 14.5% 11.3% 5.2%
m(6,) 11.1% 10.7 % 6.1% 8.7%
m(63) 6.9% 7.7% 7.8% 6.3%
10ms 33ms 200ms 66ms
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Fig. 12. WATERS 2019 Challenge adapted to use a pub/sub paradigm.

from the HP policy, and our analysis effectively captures this behavior. Additionally, for the lowest-priority message, m(6;), the DDL
bound determined by the analysis is identical to the DDL bound computed under Conf. 1. Importantly, even in this case, the empirical
DDL values do not violate the analytical DDL bounds.

Conf. 3: Under the RR, the DDL bounds obtained from our analysis and the execution on the platform show that the DDL values
depend on the order used to query message queues, which is based on the priority of the topic/message. Specifically, messages
belonging to higher-priority message queues have benefits with the RR policy, reporting lower empirical DDL values. This behavior
is captured by our analysis, as shown in Fig. 11. Notably, the results also show a similar trend when comparing the empirical results
with those from Conf. 2: specifically, higher-priority messages demonstrate a reduction of the DDLs compared to those under FIF0
policy.

Conf. 4: When the synchronous sending mode (S mode in Fig. 11) is enabled, we observe that the analytical DDL bounds are
smaller than those obtained under all asynchronous policies. This reduction is attributable to the structure of our analysis, which
utilizes arrival-curve propagation to derive the arrival curves of non-source threads. This method accounts for delays introduced by
predecessor threads in the chain as release jitter, which introduces pessimism in the analysis. Since S mode is a flow-controller-free
configuration, the analysis’ pessimism is mitigated by eliminating the propagation of the worst-case response time caused by the
additional processing of the messages managed by the flow-controller along the subchain. This reduction in pessimism results in
tighter DDL bounds for synchronous mode, with only a minimal difference between the analytical results and the empirical latencies
(see Table 3).

Table 3 summarizes the relative percentage difference between the DDL bounds provided by the analysis and the corresponding
measured values. This table demonstrates that the DDL bounds determined by our analysis are indeed tight and reliable for the
application under consideration.

6.3. WATERS 2019 challenge case study (pure FastDDS)

We present the results from a modern and practical autonomous driving case study based on the WATERS 2019 Challenge. The
Challenge includes nine tasks, which are involved in the entire computing process, from the environmental stimuli detected by sensors
to the subsequent commands issued to actuators, such as the steering mechanism.

The model for the Challenge is provided in the form of an Amalthea model [55], defining parameters such as periods, worst-case
execution times, and data exchanged among threads (i.e., shared labels) for the different threads.

The original model was not explicitly designed for use with the DDS, the target application is nonetheless well-suited for im-
plementation using a publish/subscribe (pub/sub) paradigm. We illustrate in Fig. 12 the adaptation of the Challenge application to
DDS.

In this context, shared labels are modeled as topics (depicted as ellipses) with equivalent payload sizes (in kB) to the original
labels. Specifically, when a task writes to a label, it is interpreted as publishing a message to that topic, while a task reading from a
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Fig. 13. Experimental results under four representative configurations of the case study.

label is considered as subscribing to and receiving messages from the topic. The delays associated with these messages are configured
based on their payload sizes, as detailed in Table 2. Threads that only perform read operations on labels are treated as subscribers
with data-driven activation triggered by their subscription to corresponding topics (e.g., the DASM task). For threads that engage in
both reading and writing operations, such as LOC, EKF and PLAN, we introduced two sub-threads: one representing the subscriber
role and the other the publisher role, denoted in the figure with the prefixes “S_” and “P_”, respectively. This approach preserves the
original task periods specified in the Challenge for publishers, as shown in Fig. 12.

Given the original WCET e¢; parameters specified in the Challenge model (reported in the table within Fig. 12), we derived

pub

individual WCETs for the corresponding publisher and subscriber sub-threads as follows: e, =e¢, - @ and ef“b =e, - (1 —a), where

a € [0,1]. The eIp U constitutes the asynchronous WCET, while the synchronous WCET is obtained by adding the time required to

process a message m_, i.e., §°(m,), to erb, for each topic on which the publisher publishes on. Moreover, the parameter « allows for
the allocation of computational time between the publish and subscribe components of each task, thereby enabling flexible control
over the distribution of execution time between these two activities. We tested a large variety of « parameters, and we report the
results for a = 0.95.

6.3.1. Analysis results

The priorities of publishers were assigned using the rate-monotonic algorithm [46]. In this case study, each topic is associated
with a single publisher, allowing to directly inherit the publisher’s priority for the corresponding topic and, by extension, for each
message transmitted via that topic. When a publisher handles multiple topics, the topic associated with the smallest payload size is
assigned the highest priority, ensuring that smaller, potentially time-sensitive messages are privileged.

For messages generated by the same publisher but with identical payload sizes, a specific priority scheme was applied: for the
P_CAN publisher, the priority hierarchy is set as Zynq gt plan > Zvhel stat ekf > Tyhel stat loc» While for the P_plan publisher, the order
IS Zgteer > Tgpeed- Subscribers such as S_loc, S_EKF, and S_plan inherit the priorities of their corresponding publishers, while the
S_DASM subscriber, which provides the final application output, is assigned the highest system priority. Considering that all threads
operate on the same computing node v;, we set § n’et’ (m,) = 0, for each message m,. Furthermore, for simplicity, we assumed a fixed
queue size of 500 for all parameters MF, M?p’k, and MK,

We considered a No-thread-interference Configuration, where each publisher is equipped with its own flow controller when operating
in asynchronous mode. Conversely, no flow-controllers are used in synchronous mode. Additionally, all tasks are exclusively allocated
to individual cores, thereby eliminating thread-level interference (i.e., the reason behind the name of the configuration). The primary
goal of this configuration is to compare asynchronous DDL values and E2E latencies with those in synchronous mode. The graph of
Fig. 13 depicts the DDL values (in darker shades) and E2E latencies (in lighter shades) on the y-axis for each subchain in the system,
with the subchains (i.e., paths from publishers to subscribers) represented along the x-axis.

In asynchronous mode, message interference is restricted to messages within the same flow-controller thread, particularly for
publishers sending multiple distinct messages. However, in synchronous mode, such interference is entirely missing. We analyzed
four distinct scenarios: three corresponding to the asynchronous HP, FIF0, and RR policies of the flow-controller, and one corresponding
to the synchronous mode (8). Our findings indicate that in this configuration, the asynchronous sending policies generally do not
significantly impact the DDL of each subchain, with the exception of those originating from the P_CAN publisher. Specifically, for
the P_CAN-S_Plan subchain (i.e., the vchl_stat_plan message), the FIFO and RR policies result in slightly higher DDLs compared to
HP, since under HP, the vchl_stat_plan message is assigned the highest priority within the flow-controller. Furthermore, the graph
shows another important aspect: the synchronous DDLs result to be higher than the asynchronous DDLs, for almost every subchain.
This is due to the fact that when considering the synchronous DDL, the DDL includes publisher’s worst-case response time (see Eq. (2)
in Section 5.1).

However, when focusing on E2E latency for each subchain, synchronous E2E latencies are consistently lower than, or at worst
equal to, their asynchronous equivalents. This outcome, as previously demonstrated in Section 6.2, stems from the absence of flow-
controller threads in synchronous mode, which reduces the pessimism that is included in the compositional analysis.
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2ms

Fig. 14. Overview of the ROS2 testbed application used for E2E latency analysis.

6.4. Comparing analytical bounds with measured E2E latencies (ROS 2)

Next, we focus on evaluating the end-to-end (E2E) latency in a simple, custom, ROS2 testbed. The testbed represents a processing
chain of operations. The goal of this section is to compare and analyze the analytical bounds of the E2E latency with the empirical
measurements. An overview of the testbed structure is illustrated in Fig. 14. The testbed comprises three ROS2 applications, each of
which runs on a dedicated core of the Optiplex 7070 platform. These cores are isolated from one another to ensure independent and
isolated execution.

The first application has a publisher callback, r'l’, triggered every 2ms, and it is assigned to core ¢,. The second application, running
on core ¢, consists of a callback TZP, which processes the data from the first application and then sends it to the third application. The
third application contains a subscriber callback, 73, assigned to core c,, which provides the system’s output. Additionally, each core
has an associated ROS2-related executor thread, EX;, responsible for managing and scheduling the callback on that core. As already
introduced at the beginning of Section 6, the worst-case response time of each callback is computed by leveraging the method proposed
in [10], integrated into our analysis, as discussed in the Section 5.3.

To receive data, the second and third applications are equipped with listener threads 113 and 116, which are allocated to the same
cores as their respective callbacks. Depending on the sending mode (synchronous or asynchronous), two flow-controller threads, rg
and rg, are allocated to the same core and referenced by the corresponding callback, as shown in Fig. 14. The only chain in the system
is activated by the source publisher callback, hence, triggered with its period. All topics (from 6; to 6) in the testbed have a 1kB
payload size, and the message processing delays are specified in Table 2. Each topic has a unique priority, with lower subscript values
indicating higher priority. Similarly, priorities for executors, callbacks and middleware-level threads are set according to the order
they appear in the Fig. 14, i.e., lower subscript values indicate higher priorities.

Under asynchronous mode, the worst-case execution times for the callbacks of the first and second applications, rﬁ’
e, =0.1ms and e, = 0.2ms, respectively. For the synchronous mode, the corresponding WCETs are set as follows: efy e
eiync = 0.5ms.

The application running on the Optiplex platform is configured to measure the E2E latency for each chain activation, with 50,000
samples collected for analysis.

We evaluated all the possible scenarios by varying the sending modes for the publishing callbacks and the policies for the two
flow-controllers when the asynchronous sending mode is enabled (F, HP, RR). We tested sixteen different configurations, as reported
in the graph of the Fig. 15. On the y-axis, the graph reports the E2E latency for each configuration (x-axis), comparing the empirical
measurements with the analytical bounds. Note that, a configuration is represented as a pair "X-Y", where X refers to the sending mode,
and possibly to one of the asynchronous sending policy, for the first publisher callback z*, while Y is referred to the second application
callback. For example, the configuration "F-S" indicates that the first publisher sends data asynchronously with its flow-controller
configured with F policy, and the second callback sends data synchronously S to the third application.

The results indicate that when any of the publishers sends data synchronously (S), both the empirical latencies and the analytical
bounds are significantly lower than those in asynchronous mode. Specifically, the configuration "S-S," where both publishers send
data synchronously, resulted in the lowest maximum E2E latency. Moreover, since the analytical calculation of E2E latency considers
the maximum DDL among all the messages sent by a publisher (Eq. (21)), configurations of asynchronous policies yielded identical
analytical bounds. This is true even for configuration involving the HP policy, as the DDL for the lowest-priority message is the same
as that of the F and RR policies. While, regarding the empirical latencies, in general all the combinations with almost one HP policy
lead to slightly lower values compared to all the other asynchronous policies, e.g., F-HP vs F-F or F-RR, RR-HP vs RR-F or RR-RR,
HP-HP vs HP-F or HP-RR, and S-HP vs S-F or S-RR.

Lastly, the percentage difference between the analytical E2E bounds and the empirical values is provided above each bar pair in
the graph. The analytical bounds were generally tighter for combinations with at least one synchronous (S) mode compared to fully
asynchronous combinations. For instance, the maximum relative difference was 10.8 % for HP-S, while the minimum was 6.1 % for
S-S. In contrast, HP-HP showed the highest relative difference (16.0 %).

and 7, are
= 0.4ms and

6.5. Autoware reference system case study (ROS 2)

In this last experimental campaign, we evaluate the effectiveness of the proposed end-to-end analysis approach using a case study
based on the Autoware Reference System (ARS) [17]. ARS is a realistic testbed derived from the open-source Autoware.Auto autonomous
driving framework developed by the Autoware Foundation [56]. It offers a reference implementation for testing and benchmarking
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Fig. 15. Comparison between E2E analytical bounds and empirical latencies under different sending modes/policies.
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Fig. 16. Overview of the autoware reference system (ARS).

LP

real-time computing performance in ROS 2 applications. For example, it is commonly used to enable the evaluation and performance
comparison for various ROS 2 executors [57].

ARS comprises several node types (i.e., Sensor, Transform, Fusion and Reactor), each of which is intended to emulate a computa-
tional node from the Autoware.Auto project’s LiDAR pipeline as shown in Fig. 16. Each node is identified by a name and an alias =
with a subscript, associated with a WCET reported in the figure. Moreover, the subscript represents the callback priority of the node,
hence, the lower the value the higher the priority.

For clarity, middleware-level threads between node pairs are not shown in the figure. Incoming edges represent the topics a node
subscribes to, while outgoing edges indicate the topics a node publishes. Each edge is labeled with the corresponding topic’s name,
and the priority of each topic is inherited from the callbacks that publish on it.

The Sensor nodes t, 71, 75, 73, and 7, are triggered periodically with a frequency of 100ms, serving as the source publishers for each
chain in the system. Transform nodes have a single subscriber that listens to one topic and publishes to another, initiating processing
immediately after receiving a message.

In contrast, Fusion nodes subscribe to two different topics and process data only after receiving messages from both (i.e., AND-
Activation). Finally, the Reactor node subscribes to five topics but starts executing upon receiving a message from any one of these
subscriptions (i.e., OR-Activation).

All publishers in this setup send messages of the same size (3k B). Therefore, message delay parameters are configured according
to the values provided in Table 2. The system is configured to run on a single machine v; with four processing cores. Since all nodes
are allocated to the same machine, the network propagation delay for any message m,, i.e., 6:{;:/ (m,), is considered negligible and
set to zero. Callbacks from the Sensor and Transform nodes are executed by a single-threaded executor running on core ¢, while all
other callbacks run on an executor assigned to core c;. Listener threads for the subscriber callbacks are allocated to core c,. In cases
where asynchronous sending mode is enabled, all publishers use a common flow-controller thread, which is mapped to core ¢;. Each
Sensor source publisher node 7, initiates a set of processing chains G;, where i € {0,1,2,3,4}, and each chain y € G, terminates with
node 7,5. Hence, set G; contains the chains representing all the paths connecting z; to r,5. To simplify the plots of Fig. 17, we consider
each chain set G; being populated with a single chain y;, reporting the worst end-to-end latency among all the chains in G;, as shown
in Table 4, where the symbol — indicate a publisher-subscriber relationship between two nodes.

The goal of this experiment is to examine this complex, modern system and demonstrate that our E2E analysis approach can
effectively and efficiently compute tight bounds for the E2E latency of each chain.
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Table 4
Considered chains.
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Fig. 17. Autoware Reference System testbed E2E latency results for each considered chains under both synchronous and asynchronous cases.

The Autoware Reference System has been executed on the Optiplex platform and modified to measure the E2E latency for all the
chains. For each chain activation, we sampled 50,000 values. Of course, the maximum E2E latency value has also been considered
for this experiment.

As in the previous experiment (Section 6.4), we considered four scenarios by varying the sending modes (synchronous ’S’ vs
asynchronous) for all the publishing callbacks and the policies for the flow-controller when the asynchronous sending mode is enabled
(F, HP, RR).

Fig. 17 presents a set of graphs for each chain under investigation. Each graph illustrates the E2E latency on the y-axis and the
specific scenario on the x-axis, providing insight into how the empirical latencies and analytical bounds vary depending on the sending
mode or asynchronous policy.

Across all chains, the analytical bounds exhibit same trends across the different scenarios. Specifically, under F and RR scenarios,
the same highest E2E latency value has been found within each chain; while under HP policy, the latency bounds turned out to be
slightly lower than the other asynchronous policies, within each graph. The synchronous mode S consistently yields the lowest latency
across all chains, making it the most favorable scenario.

This behavior is mirrored in the empirical latency data for most scenarios and chains, with only a few exceptions. For example, in
chains y, and y3, the F policy results in lower latencies compared to RR, while the opposite is true for the remaining chains. Regardless,
the synchronous mode consistently produces the lowest empirical latencies across all chains.

To further compare the empirical and analytical results, each graph includes a label in the middle of the two lines, indicating
the relative percentage difference between the empirical and analytical values. Our analysis tightly bounded the empirical latencies
across all scenarios for chains y; and y,, with the maximum relative difference reaching approximately 15 % in the F and S scenarios,
respectively. However, y, exhibited the largest relative percentage differences, with values of 21.1 %, 25 %, 24.5 %, and 23.7 % for
the F, HP, RR, and S scenarios, respectively.

6.5.1. Runtimes required by the analysis on the autoware reference system

To assess the runtime required by our approach and its scalability, we measured the runtimes of the analysis applied to the ARS
under varying subsystem configurations, when asynchronous mode is always enabled (which corresponds to the highest number
of threads, i.e., considering the total number of system entities, including the additional flow-controller allocated to core c;, thus
requiring higher runtimes). As shown in Fig. 16, the full ARS case includes up to 19 callbacks, 2 single-threaded executors, 1 DDS
flow-controller thread, and 14 DDS listener threads, for a maximum of 36 entities (DDS threads and ROS callbacks), and a total of 24
chains. We call this 24-chains configuration. To evaluate how the runtime vary with a varying number of chains and threads, we
derived the other configurations starting from the 24-chains configuration by removing one or more thread, as follows:
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Table 5
Analysis runtimes on autoware reference system for varying numbers
of chains and entities (DDS threads and ROS callbacks).

# Chains # Entities  AVG runtime-Python ~ AVG runtime-Cython

5 26 7.12s 0.89s
6 28 8.46s 0.94s
10 29 8.64s 1.08s
15 32 11.16s 1.24s
21 35 11.68s 1.46s
24 36 14.22s 1.58s

. 21-chains configuration: obtained from the 24-chain configuration by removing the 7, from the system;

. 15-chains configuration: obtained from the 21-chain configuration by removing the 7, and 7, from the system;
. 10-chains configuration: obtained from the 15-chain configuration by removing the 7, and 7, from the system;
. 6-chains configuration: obtained from the 10-chain configuration by removing the z; from the system;

. 5-chains configuration: obtained from the 6-chain configuration by removing the 7,4 from the system.

a b wWNH

We measured the average analysis runtime over 50 runs in both (i) pure Python and (ii) a Cython-compiled version of our analysis.
Results are reported in Table 5: the various configurations are indexed by the number of chains (first column).

As shown in Table 5, the pure Python implementation’s runtime increases from 7.12s at 26 entities to 14.22s at 36 entities. This
means an average slope of roughly 0.71s per additional entity, indicating near-linear scaling. The Cython-compiled solver exhibits an
even gentler slope (~ 0.07s per entity) and achieves an 8 — 10X speed-up across all configurations. Notably, variations in the number
of chains (e.g., 6 vs 10 chains at similar entity counts) have only a marginal impact on runtime, confirming that total entity count is
the dominant factor.

These results demonstrate that, even for medium-sized ROS2 systems with 30-40 entities, our analysis completes in under 2s when
compiled and under 15s in pure Python, making it practical for both design-space exploration of system configurations and general
offline timing validation.

7. Related work

The literature regarding the real-time aspects of DDS is quite limited. To the best of our knowledge, this is the first work to model
the DDS from an end-to-end real-time perspective, providing a holistic response-time analysis not only for DDS-based but also for
ROS2-enabled systems. Most of the previous research on DDS focused on empirical performance measurement and optimization. For
instance, Bellavista et al. [58] compared the DDS implementation OpenSlice (i.e., the predecessor of CycloneDDS by Vortex [30])
with Connext-DDS by Real-Time Innovations [59]. Bode et al. [60] introduced DDS-Perf, a benchmarking tool designed to analyze
the performance of different DDS implementations.

Krinkin et al. [61] proposed a framework to assess the effectiveness of various DDS implementations in terms of message transport
latency and throughput. Specifically, the authors targeted open-source DDS implementations such as OpenDDS [62] (by Prismtech),
OpenSlice, and FastDDS [13] (by eProsima). Other works attempted to suggest potential improvements for DDS implementations.
For example, Choi et al. [63] studied a real-time DDS setup over specialized packet-switching ASICs to enable Software Defined
Networking (SDN). Rosa et al. [64] discussed a DDS model for mission-critical applications and proposed QoS policies to ensure
data consistency. Gavrilov et al. [65] presented the performance of different communication protocols used for DDS and showed
the benefits of RTPS. Peeck et al. [66] presented a UDP-based protocol for effective error correction with integrity guarantees that
considers the DDS as the middleware for data-centric embedded systems. Agarwal et al. [67] proposed the integration of a DDS
implementation with a TSN protocol for real-time data transfers. Perez et al. [68] examined the challenges of the integration of the
DDS with the Avionics Full Duplex Switched Ethernet (AFDX) communication network for safety-critical avionics applications. Stevanato
et al. [69] proposed a reference architecture for implementing virtualized DDS communications in a hypervisor-based multi-domain
system. Scordino et al. [12] implemented in hardware some DDS functionalities to ensure more deterministic communication times.

Finally, a recent work presented methods to optimize the end-to-end latency of DDS-based systems [53], based on the work
in [14], which also provides the foundation from which we extend. However, even compared to [14], as extensively discussed in
the introduction, we make significant research advancements. Indeed, none of these works analyzes nor formalizes the synchronous
sending mode of data, asynchronous sending under round-robin policy, and the end-to-end latency of DDS-based processing thread
chains.

Regarding ROS2 framework, several works analyzed its real-time performance. Casini et al. [10] conducted the first work on
formal modeling and analysis of ROS2 executor, laying a foundation for subsequent analysis. Tang et al. [70] improved the response
time analysis techniques and proposed priority assignment strategies. Blaf} et al. improved [10] by considering the variance of actual
execution time and further exploring scheduling features in ROS 2 [71]. Most recently, Jiang et al. [47] conducted the first study on
formal modeling and analysis of multi-threaded executors in ROS2. In 2022, Teper et al. [72] addressed the end-to-end timing analysis
of ROS 2-based applications executed on a single electronic control unit, leveraging a single-threaded executor. Further studies by
Teper et al. [73] analyzed the behavior of ROS2 timers and subscriptions, and Betz et al. [74] studied the effects of the ROS 2 system
configuration on end-to-end latencies. Empirical evaluations of ROS 2 over different DDS implementations have been carried out by
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Maruyama et al. [75] and Kronauer et al. [76], providing guidelines on designing ROS 2 applications to minimize latencies. Other
works considered other middlewares, e.g., OpenMP [77,78], or the ROS-based framework Apex.OS [79].

However, all the previous works on the ROS2 framework did not address the DDS-specific timing properties, often neglecting
it from the analysis process. In this context, our work represents the first attempt to propose a holistic approach for ROS2-enabled
systems taking also into account the timing peculiarities of the DDS message dispatching, from an analytical point of view.

8. Conclusion and future work

In this paper, we first proposed a general, comprehensive, and compositional model (adaptable to any implementation) based
on the DDS specification for studying its timing behavior in real-time distributed systems. Then, we showed how to instantiate the
compositional model for the case of the eProsima’s FastDDS, one of the most popular DDS implementations, leveraging an extensive
exploration of the source code, documentation, and a set of experiments to validate the behavior inferred from the source code.

Building upon the model, we developed the first holistic response-time analysis to upper-bound the data delivery latency for
messages and the end-to-end latency of thread chains in purely DDS-based systems, applicable to both synchronous and asynchronous
message dispatching. Furthermore, we demonstrated the integration of our analysis with a real-time analysis method for ROS2-based
systems [10]. This integration enables ROS2 system designers with a comprehensive end-to-end analysis that accounts for DDS-related
timing features, thus bridging a critical gap in the existing literature.

To evaluate the analytical bounds, we conducted experiments comparing our analysis results with measured latency values from
a simple FastDDS-enabled application running on a real platform. The close alignment between our analytical predictions and the
empirical data corroborated the accuracy of our approach. Additionally, we evaluated our methods using two well-known realistic
automotive testbeds: the WATERS 2019 Industrial Challenge by Bosch [15], adapted to be a DDS-based system, and the Autoware
reference system [17] from the Autoware autonomous driving framework, which is natively based on ROS2 and the DDS. These
evaluations further demonstrated the applicability of our end-to-end latency analysis methods in practical, industry-relevant scenarios.

We believe that the proposed analysis will significantly benefit system designers in configuring both purely DDS-based and ROS2-
enabled systems. It provides guidance on critical design decisions such as thread-to-core allocation and priority assignments from a
timing-constraints-driven perspective. Our analysis is readily integrable with minimum effort into existing analysis-driven allocation
algorithms for DDS [53] and ROS2 [72] systems, facilitating adoption in current development workflows.

Looking forward, future research directions include enhancing the precision of our analysis by combining it with other tech-
niques [80], and holistically considering additional factors such as scheduling effects due to DDS and OS overheads [81], I/O and
memory-related contention delays [82-85], and network delays [86-89], with special emphasis on Time-Sensitive Networking [90].
These extensions aim to further refine the analysis and broaden its applicability to a wider range of distributed real-time systems.
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